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Axiomatics APS 

Axiomatics provides a complete enterprise-grade dynamic authorization solution 

that can address an organization's breadth of access control needs. The 

Axiomatics Policy Server (APS) makes available a suite of tools and services to 

manage an Attribute Based Access Control (ABAC) policy life-cycle efficiently. 
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1 Introduction 

Dynamic Authorization Management, sometimes called Entitlement Management, is a superset of the 

Attribute-Based Access Control (ABAC) sector and is arguably the most exciting area of Identity and 

Access Management (IAM) today. It is the way in which organizations can leverage their identity and 

access management environment to manage access to restricted resources.  

The ABAC model is more flexible than RBAC and can even be used to emulate (and extend) RBAC. 

Although it is easy to express and maintain business policies using it, moving towards ABAC requires a 

new understanding of how to deal with authorizations, compared to the well understood RBAC 

approach. But it provides more flexibility and tighter integration with applications.  

 

 

Figure 1 - Dynamic Authorization Architecture Overview (Source: Axiomatics) 

In a typical Dynamic Authorization Management infrastructure deployment, there are five main 

components: 

Policy Decision Point (PDP) – a service that evaluates access requests against authorization policies and 

responds with a Permit, Deny Not applicable or Indeterminate decision 

Policy Administration Point (PAP) – a facility to generate and modify policies 

Policy Retrieval Point (PRP) – the location where policies are stored 

Policy Information Point (PIP) –the data store of attributes by which decisions are made 

Policy Enforcement Point (PEP) – a service that sends an access request to the PDP and enforces its 

decision.  

Using this Dynamic Authorization Management model, access control to APIs, microservices, and other 

application resources can now be made in real-time by policies in a centrally-managed “decision point”, 

using attributes such as a user id as a subject, a resource type to be accessed, allowed actions on a given 

resource, or an environmental context such as the time-of-day. The benefits are significant: 

authorization is externalized, access policies become centralized, and software development is 

simplified. By externalizing access control decisions, business management is improved, and costs are 

reduced. 
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The Axiomatics Policy Server (APS) provides a fully featured solution for companies wanting to provide 

fine-grained access control to protected resources such as APIs, microservices, and documents.  

Axiomatics was founded in 2006 and is headquartered in Stockholm, Sweden with offices in the U.S. 

Their customers include Global Fortune 1000 companies and federal government agencies and 

ministries.  

2 Product Description 

APS is a purpose-built dynamic authorization solution. It provides a suite of services and tools capable of 

managing the entire lifecycle of attribute-based policies, deploys and monitors the authorization 

services, as well as providing the ability to integrate with leading Identity Management (IdM) products in 

the industry. 

 

Figure 2 - APS Authorization Infrastructure (Source: Axiomatics) 

Axiomatics Policy Server fully implements the OASIS eXtensible Access Control Markup Language 

(XACML) Version 3.0 specification, and therefore the XACML language and concepts of its reference 

architecture can be applied. The Axiomatics Service Manager (ASM) provides an easy to use centralized 

web-based portal that allows the administration, configuration, and monitoring of the APS system.  

Clients of the APS PDP have several protocol options. While the traditional XACML request and response 

using a SOAP WS interface can be used, another option uses REST and JSON to process direct requests 

where a permit or deny decision is expected. A third option uses Native Java in cases where the PDP is 

embedded into client application.  

A reverse query allows an authorization request to be asked in a different way from the direct request. 

For example, instead of asking if a user can access a given resource, you can ask under what conditions 

the user would be permitted to access a resource or ask what resources a user has access to.  

APS makes two Axiomatics Reverse Query (ARQ) authorization services available to their clients. The 

first is an ARQ Raw replies to a reverse query in native XML format with a set of filter constraints. The 

second is the ARQ SQL service that responds by returning an SQL SELECT statement based on the 

authorization policies.  

All APS authorization services are managed through the ASM, and the PDP, ARQ SQL, and ARQ Raw 

authorization services can all share the same configurations and policies. ASM functions can also be 

automated via API calls. 
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Axiomatics provides multiple options for policy authoring. Axiomatics introduced a new graphical web 

interface in version 6 of APS that makes policy creation and editing intuitive and straightforward to use. 

Axiomatics also has an Abbreviated Language for Authorization (ALFA) Eclipse IDE plugin allowing 

developers to write authorization policies without having to know the XACML syntax. The Eclipse ALFA 

editor converts the ALFA language into fully compliant XACML v3 syntax for further use. It’s also worth 

noting that the ALFA syntax can be used in condition statements when using the ASM policy editor. 

In APS 6.2, Axiomatics has introduced multiple project capability. This allows the segregation of policies 

and attributes definitions giving the ability to use the APS across business lines. Different projects or 

groups within an organization or customers can manage their projects within APS while maintaining 

each project’s security and privacy. 

Attributes used in the authorization policies are defined in the ASM data dictionary. Here is where the 

attribute categories, such as Subject, Resource, Action, and Environment, can be applied to a newly 

named attribute created for use in one or more policies. It is simple to create or edit an attribute by 

using their inline editing capability.   

The ASM also provides an interface to define and configure connectors that retrieve information from a 

range of data sources. These data sources are traditionally known as Policy Information Points or PIPs in 

the Dynamic Authorization Management architecture. A connector is defined by mapping an attribute in 

the data dictionary to a data source that holds the value for that attribute. Axiomatics can connect to 

any LDAP v3 directory and SQL databases out-of-the-box. When the need to retrieve data from other 

types of data sources arises, customized attribute connectors can be developed using their connector 

SDK.  

Authorization policies are stored in a Policy Retrieval Point (PRP) used by ASM. The APS stores not just 

policies, but all aspect of policy management including attribute dictionary and aspects of domain 

management. The APS supports many popular databases for this type of information storage like Oracle, 

SQL Server, PostgreSQL and IBM DB2. 

Typically, in an ABAC scenario, when a user uses an application to gain access to a resource, the 

application will delegate the authorization decision to a PDP. In this case, the application becomes the 

Policy Enforcement Point (PEP) and must have a way to communicate to the PDP using a 

request/response protocol. Axiomatics helps application developer with the PEP functionality by 

providing SDKs for both Java and .NET development environments.  

Axiomatics demonstrates its flexibility through a variety of deployment options. The ASM allows the 

administration of the PDP with its policies and configurations. Once the PDP is deployed, it can be easily 

monitored within the ASM Service portal view.  

PDPs can be deployed as a centralized service or in cases where availability is an issue, PDPs can be 

distributed, and policies pushed to the PDP when updated. 

When deploying APS onto an application server, Axiomatics supports JBoss, Tomcat, and WebSphere. 

For microservice architectures, APS can be deployed using a Docker container. More recently, 

Axiomatics provides support for cloud deployments. One option is to use an Amazon Machine Instance 

(AMI), which is a preconfigured package required to launch an Elastic Compute Cloud (EC2) virtual 

server in the Amazon cloud. This gives the ability to quickly spin up an APS in the cloud for easy proof-of-
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concepts setups and supports the bring your own license (BYOL) model. The APS PDP also makes a 

cloud-native API available that supports the OASIS XACML REST and JSON profiles. In addition, APS can 

be deployed in Azure, the Google Cloud Platform, or other IaaS environments. 

Axiomatics has been growing the number of strategic partners that integrate with APS. Their strategic 

partnerships not only focus on enhancing the access controls of the mainstay of IT security such as Audit 

Logging, Identity & Access Governance, Web Access & Single Sign-On, and directory services, but they 

have also extended into new markets like API gateways. 

API gateways allow clients to retrieve data from multiple sources via a single interface. Since some API's 

can expose sensitive data, it is essential that the flow of confidential information is secured. To that end, 

Axiomatics has partnered or integrated with some of the more popular gateways to increase API 

security.  

API Gateways:  

• Apigee 

• Amazon API Gateway 

• Axway 

• CA API Gateway 

• IBM Data Power 

• MuleSoft 

Audit Logging:  

• Splunk 

Identity & Access Governance:  

• SailPoint 

• Saviynt 

Web Access & SSO:  

• CA Technologies 

• ForgeRock 

• Ping Identity 

Virtual Directory:  

• Radiant Logic 

3 Strengths and Challenges 

Axiomatics is a leader in policy-based access control; they have worked diligently to develop the sector 

and have taken a prominent role with the standards-setting bodies.   
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The APS has a distinct advantage over competing Dynamic Authorization Managers in those situations 

that require very flexible or sophisticated access control policies. Because the Axiomatics solution 

supports and extends the XACML v3 standard, it can accommodate advanced access control 

requirements. Although it's rich in features, working with it directly requires specialized training for 

policy authors and administrators to make full use of its powerful features. To that end, it should be 

noted that Axiomatics has made significant progress in enabling business users and developers to do 

their work without seeing any XACML. 

Axiomatics graphical web interface makes policy creation and editing intuitive and straightforward to 

use. To further obviate the need to learn the XACML syntax the Axiomatics Language for Authorization 

(ALFA) simplifies the syntax while preserving the power of the policy language. 

In cases where an access policy decision is difficult to handle with a simple permit or deny response, 

Axiomatics provides a unique reverse querying capability that allows an authorization request to be 

stated in a way that would have been more complicated without it. The reverse query can enable cases 

such as policy decisions involving large multiple dimensional data sets or sensitive information impacting 

a large population of individuals requiring privacy protection. 

APS comes with many deployment options that assist development and operations (DevOps). PDPs can 

be packaged, deployed, and monitored in either a centralized or distributed way. Axiomatics provides 

support for the more popular application servers in which the APS is deployed. And more recently, 

Axiomatics has stepped up to provide additional support for cloud deployments. 

As we see with the PSD2 regulation in the EU, open API connections between banks and their third 

parties has become more of a condition than a choice. And, as API gateways become more widespread, 

the risk of exposing sensitive information becomes more possible. Therefore, the need to secure this 

information becomes imperative. Axiomatics has addressed this need by partnering with companies that 

are dominant in the API gateway space giving fine-grained access control to API security. 

Axiomatics roadmap continues in the direction of being cloud centric, having a DevOps posture with 

more tools for the enterprise, and growing their partnership front. 

Organizations that have dynamic authorization management in their strategic roadmap would do well to 

consider Axiomatics APS in their evaluation and selection process.  
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Strengths Challenges 

● Mature, fully featured dynamic authorization 
management solution. 

● APS is 100% compliant with the OASIS XACML 
3.0 specification, with innovative extensions. 

● Expanding installed base with specific industry 
support for financial services, public sector 
and highly regulated industries such as 
pharmaceuticals. 

● Growing partner ecosystem on global scale. 

● Provider of professional services and 
preconfigured applications, support. 

● Comprehensive application support via 
enforcement points or third-party 
integrations. 

● Can support GDPR & PSD2 use cases through 
contextual access control policies (e.g. PII 
policies for GDPR, and API access policies for 
PSD2) 

● Long sales cycles due to the early-adopter 
status of dynamic access management  

● Solutions require a level of technical expertise 
- Axiomatics professional services can assist 

● Governance of policy-based access control 
remains complex, despite Axiomatics delivering 
some tools 

4 Copyright 
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KuppingerCole supports IT professionals with outstanding expertise in defining IT strategies and in 

relevant decision-making processes. As a leading analyst company, KuppingerCole provides first-hand 

vendor-neutral information. Our services allow you to feel comfortable and secure in taking decisions 

essential to your business. 

 

 

KuppingerCole, founded in 2004, is a global Analyst Company headquartered in Europe focusing on 

Information Security and Identity and Access Management (IAM). KuppingerCole stands for expertise, 

thought leadership, outstanding practical relevance, and a vendor-neutral view on the information 

security market segments, covering all relevant aspects like: Identity and Access Management (IAM), 

Governance & Auditing Tools, Cloud and Virtualization Security, Information Protection, Mobile as well 

as Software Security, System and Network Security, Security Monitoring, Analytics & Reporting, 

Governance, and Organization & Policies. 
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