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1 Introduction 

Axiomatics is a leader in policy-based access control; they have worked tirelessly to develop the sector 

and have taken a prominent role with the standards-setting bodies.  Dynamic Authorization 

Management, sometimes called Entitlement Management, is a subset of the attribute-based access 

control sector and is arguably the most exciting area in identity and access management today. It is the 

way in which organizations leverage their identity and access management environment to manage 

access to restricted resources. Access control to file shares, network subnets, document repositories 

and applications can now be made in real-time by a centrally-managed “decision point”, using attributes 

in a user’s directory entry or context variables such as time-of-day. The benefits are significant: 

authorization is externalized, access policies become centralized and software development is 

simplified. By externalizing access control decisions business management is improved and costs are 

reduced. Organizations with an existing identity and access management environment should ensure 

dynamic authorization is addressed in their business strategy and included in their development 

roadmap. 

The Axiomatics Policy Management suite provides a solution for companies wanting to provide fine-

grained access control to protected resources. This means evaluating a user’s access request, at 

runtime, against pre-determined policies to either permit or deny the user’s request. Applications then 

apply the decision. The benefits of this approach are significant:  

● access decisions are centrally managed via policies rather than by individual applications, this means 

that they are consistent across the organization, and administered by business managers rather than 

controlled by IT personnel 

● software development is simplified by the incorporation of policy enforcement point code which 

externalizes the access decision to a "decision point"  

●  decisions are made at runtime based on attributes that can be combined to form fine-grained 

decisions, with changes in access status immediately recognized when attributes are updated.  

Axiomatics Policy Management Suite is a purpose-built dynamic authorization solution. Access control 

decisions are based on attributes that are used to determine whether or not to allow a user’s access 

request to a protected resource. These attributes are not only identity attributes, they can include data 

on the context such as a user’s location, the time-of-day, the type of access the user requests as well as 

the channel or device from which access is requested. 

A core component of the suite is the Policy Server that stores, and enables management of access 

control policies.  There are three ways to create policies in the system: 

● Axiomatics Policy Administration Point: A stand-alone desktop application with a GUI interface. The 

application can be distributed to administrators who work “off-line” and merge their policies either 

via source control or by uploading them to the central policy server. 

● ALFA Eclipse plugin: A high-level language definition for authorization policy management and a 

plugin that uses Eclipse as an ALFA editor. 

● Policy Editor: This is a graphical user interface that is integrated with the web based 

management interface of the Axiomatics Policy Server. 
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Axiomatics has contributed ALFA to OASIS for endorsement as the domain-specific language for dynamic 

authorization management. Policies adhere to the XACML standard to which Axiomatics has been a 

major contributor.  This means that any XACML-compliant policy enforcement point can send a request 

to the policy server and a standard response will be returned. Axiomatics provides policy enforcement 

code for Java and .NET platforms. 

2 Product Description 

There are four main components in a classic externalized authorization infrastructure deployment: 

● Policy Decision Point – a service responding to access requests with a Permit, Deny Not applicable or 

Indeterminate decision 

● Policy Administration point – a facility to enable authorized personnel to generate and modify 

policies 

● Policy Information Point –the data store of user attributes by which decisions are made 

● Policy Enforcement Point – a piece of code that sits on the application being accessed and allows the 

protected resource to redirect the access request to the decision point, it then interprets the 

response. 

Axiomatics Policy Management Suite provides the Decision Point and Administration Point functionality. 

The product is comprised of two products: 

● Axiomatics Policy Server is the core technology providing several functions: it receives requests from 

enforcement points, evaluates requests against the policies and responds with a decision, this uses 

the XACML protocol. It provides the policy administration functionality allowing users to create 

manage and archive policies. The Policy Server also incorporates the interface to data repositories 

containing user and entity attributes using the LDAP or SQL protocols, or a custom API. The server 

also provides: SQL Authorization – a service implementing the Axiomatics Reverse Query (ARQ) 

technology to respond to authorization requests from database-driven applications to render a SQL 

clause that matches the user’s authorization and Custom Authorization – a service that uses ARQ to 

return custom authorization conditions which the client can use to achieve advanced data filtering 

and to answer questions such as “Which documents is user Bob allowed to view?” 

● Axiomatics Policy Auditor allows an administrator the ability to analyze policies and verify decisions 

that will be returned under various circumstances allowing an administrator to evaluate policies 

against simulated requests or a particular set of conditions. This is useful to verify that the correct 

response is being returned for a specific request. 

Several options are available for the Policy Server database repository: Microsoft SQL, PostgreSQL and 

Oracle 11g are all supported. 

Axiomatics provide a flexible solution to Policy Information Point functionality. The Policy Server 

supports all the major query options for a real-time lookup on an identity provider service such as LDAP 

for a directory, a JDBC connector for a database and an API for custom data sources. It is noted that 

authentication is a mission-critical service; it must be highly available and it cannot tolerate excessive 

network latency. This means that in some cases a synchronization business model might be required 
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whereby remote data stores are synchronized to a local directory or database. Axiomatics professional 

services can provide advice as to how to appropriately configure a Policy Information Point. 

For enforcement point functionality Axiomatics provides a development kit for Java and .Net 

environments. Application developers will use these kits to add the redirect functionality that will 

format an XACML query to be sent to the decision point and interpret the response. For a “permit: the 

application will then route the session to the requested application feature, for a “deny” the user will be 

redirected to a suitably descriptive “access denied” page.   

XACML is an attribute-based specification that provides more flexibility than a typical role-based 

approach.  It is very expressive and defines many basic attribute data types for the exact context and 

relationships in which they are used. Attributes can be thought of as name-value pairs with a defined 

data type. For instance, a user might have an attribute such as “role=nurse”, this can then be combined 

with other attributes such as “ward”, “patient_category”, “supervising_doctor” and time-of-day to form 

a fine-grained decision on access to the pharmaceutical system.  

The XACML policy language defines three top-level policy elements: Rule, Policy and PolicySet. One or 

more rules can be grouped in a Policy. Policies can be grouped together into PolicySets. The same rule 

can be used in several policies, and the same policy can be used in different PolicySets. Decision points 

do not act on individual rules in isolation, but on policies that contain rules.  

Each Rule contains a target, an effect and a condition. The target consists of the set of resources (what), 

subjects (who) and actions (how) and the environment that effectively defines what the rule applies to.  

The effect is the desired action (permit or deny). A condition moderates the rule, for example a 

physician trying to access a patient record may be allowed only if they are on record as treating the 

particular patient. This would be extremely difficult to achieve in a role-based approach. 

Deployment of the Axiomatics solution will therefore significantly improve the risk profile of an 

organization’s access control environment by raising the level of information security to new heights. 

With a single tool organizations can closely control who has access to a protected resource, from where 

they can access it and at what time of day it can be accessed. An XACML condition statement can also be 

used to generate an alert on access requests that breaks the normal pattern e.g. late night access to 

restricted documents. 

By taking a pure XACML approach Axiomatics improves the level of compliance in an organization’s 

access control environment facilitating the task of meeting audit and reporting requirements for 

regulators. Because the policy enforcement regime is centralized, such compliance is across all 

applications that use the access control infrastructure. 

3 Strengths and Challenges 

Because the Axiomatics solution adheres to the XACML V3 standard it can accommodate complex access 

control requirements. The Axiomatics Policy Server has a distinct advantage over competing entitlement 

managers in those situations that require very flexible or complex access control policies. Other 

solutions tend to use an abstraction model whereby polices are created in an easy-to-use tool and are 

then translated to XACML during which some flexibility is lost. Axiomatics Policy Server uses pure XACML 
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which allows administrators to harness the power of the specification in its entirety and is therefore 

very useful in complex scenarios and in environments which need to deal with a large number of use 

cases. To obviate the need to learn the XACML syntax the Axiomatics Language for Authorization (ALFA) 

simplifies the syntax for XACML statements while preserving the power of the XACML protocol. 

In most deployments Axiomatics Policy Server will be a point solution supporting an organization’s web 

services or enterprise service bus rather than as a wide-based access management tool. For instance, it 

does not replace an organization’s web access management solution but enhances it by providing access 

control decisions. Integration with J2EE, Spring Security and Java servlets is supported and an API is also 

available for applications to use natively, facilitating a variety of integration models. For Microsoft’s 

.NET, requests can be automatically intercepted and access control enforced. Furthermore, integration 

with ADFS means that subject claims (attributes) can be read directly from an AD instance.  

Axiomatics works with a number of strategic partners that includes:  

● Axiomatics provides the “Extension for CA Single Sign On” product which extends the CA Single Sign 

On static and course-grained authorization model to a dynamic, fine-grained access model. 

● Axiomatics fully support the PingFederate product providing an industry standard authentication 

module. 

● Radiant Logic is the preferred supplier of virtual directory server technology, extending range of 

attribute data stores that can be supported by the Axiomatics Policy Server. 

● Sailpoint’s governance tools are supported with integration of dynamic authorization into its identity 

intelligence tools 

● Relationships are also maintained with gateway device suppliers such as Axway, CA Layer 7 and Intel 

SOA Expressway providing fine-grained decisions for access control. 

Strengths Challenges 

● Mature, comprehensive feature set for 
dynamic authorization management in a 
standards-based environment. 

● Expanding installed base with specific industry 
support for financial services, public sector 
and highly regulated industries such as 
pharmaceuticals. 

● Growing partner ecosystem on global scale. 

● Provider of professional services and 
preconfigured applications, support. 

● Comprehensive application support for 
enforcement points. 

● Long sales cycles due to the early-adopter 
status of dynamic access management  

● Solutions require a level of technical expertise 
- Axiomatics professional services can assist 
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KuppingerCole supports IT professionals with outstanding expertise in defining IT strategies and in 

relevant decision making processes. As a leading analyst company KuppingerCole provides first-hand 

vendor-neutral information. Our services allow you to feel comfortable and secure in taking decisions 

essential to your business. 

 

 

KuppingerCole, founded in 2004, is a leading Europe-based analyst company for identity focused 

information security, both in classical and in cloud environments. KuppingerCole stands for expertise, 

thought leadership, and a vendor-neutral view on these information security market segments, covering 

all relevant aspects like Identity and Access Management (IAM), Governance, Risk Management and 

Compliance (GRC), IT Risk Management, Authentication and Authorization, Single Sign-On, Federation, 

User Centric Identity Management, eID cards, Cloud Security and Management, and Virtualization. 
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