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1. Management Summary 

Dynamic Authorization Management is arguably the most exciting area in identity and access 
management today. It is the way in which organizations leverage their identity and access management 
environment to control access to restricted resources. Access control to file shares, network subnets, 
document repositories and applications can now be made in real-time by a centrally-managed decision 
point, using attributes in a user’s directory entry. The benefits are significant: access policies become 
centralized and software development is simplified. By externalizing access control decisions, business 
management is improved and costs are reduced. 

But first it is necessary to define the term “dynamic authorization management”. It is a very new term and 
is in danger of being used in different ways by different analysts and vendors. It was specifically selected 
to differentiate the term from the acronym “DAC” which is already used in multiple ways by IT 
professionals. Sometimes it means dynamic access control and sometimes it refers to data access control. 

1.1 Dynamic Access Control (Network-based DAC) 

Dynamic Access Control typically refers to dynamic authentication in relation to network access control. 
Most network suppliers offer Dynamic Access Control in the management of their networks.  Routers can, 
in real-time, validate a complex rule to permit or deny access to a subnet or network-connected device, or 
to control access across network boundaries. 

Companies such as Cisco and VMware are active in this space, developing devices that can access an 
organization’s identity store to determine a user’s rights, and switch network traffic accordingly.  With the 
rapid development of software defined network devices interest in DAC will increase. 

1.2 Data Access Control (System-based DAC) 

The use of DAC can also refer to the control of access to system data.  In the identity space it refers to the 
use of permissions against a user’s identity to determine their access levels within a particular system or 
application. When a user attempts to log into an application, or accesses a controlled resource, the 
system will, in real-time, check the user’s identity provider service to determine whether or not to grant 
access to the user. 

Possibly the most widespread use of system-based  DAC is in the Windows environment using Microsoft 
Data Access Components (MDAC), a set of libraries for enabling Windows-based applications, whereby AD 
file share permissions can be exploited by other applications.  SharePoint for instance can use AD as a 
data repository for SharePoint user groups.   

1.3 Dynamic Authorization Management (Policy-based DAC) 

In the context of this Leadership Compass we have extended the concept of dynamic access control to 
dynamic authorisation management.  

Access is extended to Authorisation to indicate we are controlling access at a fine-grained level based on 
specified attributes.  

Control is extended to Management since the administration of the control through centrally 
administered policies is of prime importance.   
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In the context of this report Dynamic Authorization Management systems are characterized by: 

1) applications that externalize the decision as to whether or not to grant access to a particular user, 

and at what level, to a decision point managed separately from the application 

2) access control decisions that are based on centrally-managed policies so that access decisions are 

consistent across the organization and not managed by individual system administrators. 

Dynamic authorization management then is defined as a service that externalizes access control decisions 
to a decision point that interrogates an information point, typically a directory, to determine a user’s 
access rights based on a centrally-managed policy. 

Note: for more detail on the design of a comprehensive IDAM environment refer to the Scenario: 
Understanding Identity and Access Management report which introduced the concept Dynamic 
Authorization Management.  

 

Fig. 1: Overall Leaders in the Dynamic Authorization Management market segment [Note: There is only a horizontal axis. Vendors to the right 
are positioned better]. 

In terms of the Overall Leaders, as expected the large players are in front. This is partially based on the 
fact that they are Market Leaders, which is a component of the Overall Leadership rating. We see Oracle 
and IBM squarely in the Leader space. Axiomatics is on the borderline of the Leader space with strong 
product functionality but lacking market share. 

The Overall Leadership rating also shows a number of other vendors challenging the Leaders. These 
include Axway, Access Sentinel, WSO2 and NextLabs all of whom fare well in the Functionality rating. 

Other vendors have interesting offerings but commonly lack in one or more areas, such as market 
presence, interoperability and ecosystem; or are specialized vendors such as CrossIdeas or CionSystems. 
However, any one of the vendors will be a good fit for a customer, depending on their specific system 
needs. 
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Fig. 2: Product Leaders in the Dynamic Authorization Management segment [Note: There is only a horizontal axis. Vendors to the right are 
positioned better].                    

Product Leadership is the view where we look specifically at the functional strength and completeness of 
products. Both Oracle and IBM are leaders in this space with Oracle displaying a more integrated solution; 
IBM has the functionality coverage but over a product range whereby the customer must select the 
product that best suits their situation. Axiomatics is also in the Leader space based on the functionality of 
the product and wide support for standards. 

Access Sentinel is a leading contender in the dedicated server space based on their support for standards 
and innovative design; Axway and WSO2 are contenders in the gateway space. NextLabs has good 
functional coverage with specific focus in the aerospace and high-tech industry sectors.   

Jericho Systems, CrossIdeas and Evidian have each developed from industry-specific solutions and lack 
some generic functionality as compared to other offerings. Within their area of specialty they remain the 
solution of choice for externalized authentication. CionSystems is focused on the Microsoft market and, 
while a leader in this space, they are not positioned as a leading solution in the generic market.    
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Fig. 3: Market Leaders in the Dynamic Authorization Management segment [Note: There is only a horizontal axis. Vendors to the right are 
positioned better].  

It is no surprise to see both Oracle and IBM in the Leader space in the Market Leadership chart. They 
clearly have a huge market presence and they dominate the sector.   

Axway and WSO2 lead the challenger space due to their diversified product offering and wide customer 
base. They both offer general purpose network gateway functionality so their market strength transcends 
dynamic authorization services. NextLabs also have a wider product offering and are dominant in specific 
market segments. Axiomatics is a pure-play authorisation tool provider with a developing market share. 

Evidian. CrossIdeas and Jericho Systems are also challengers in the generic market space with strength in 
the sectors in which they focus. Access Sentinel is a pure-play authorisation product but lacks market 
share. CionSystems is a new player in the market and yet to build a significant market presence in 
Dynamic Authorisation Management, they have a significant market presence in the AD management 
space. 
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Fig. 4: Innovation Leaders in the Dynamic Authorization Management market segment [Note: There is only a horizontal axis. Vendors to the 
right are positioned better].  

When it comes to innovation Leadership there are some significant differences.  Oracle and Axiomatics vie 
for most innovative; both are in leader positions due to their wide support for developing protocols and 
their market responsiveness. Axiomatics is in a strong leadership position with their innovation that 
extends the externalized authorization functionality in some specific areas.   

NextLabs is a high challenger with 40 patents either granted or pending. CionSystems are positioned well 
in the innovation space with their support of the Azure environment and user-focus in their user 
interface. Access Sentinel is also high in the Challenger space with their wide protocol support and 
innovative offering.   

Axway and Evidian, WSO2 and IBM all display a good level of innovation with Jericho Systems close 
behind. 

CrossIdeas remains a strong contender in their market sector but is more a follower in the innovation 
stakes. 

These graphics provide an overview of the KuppingerCole rating of the evaluated vendors in the dynamic 
authorisation management marketplace. They are for illustrative purposes and not for advice 
recommendation for the selection of a specific vendor or product. To select a product it is important to 
look at product-specific features and map them to the known requirements. In many cases products that 
aren’t positioned as “feature leaders” are the better fit for specific customer scenarios. 
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2. Methodology 

KuppingerCole Leadership Compass is a tool that provides a synopsis of a particular IT market segment 
and identifies the vendors that are market leaders in the segment. It is the compass that assists you in 
identifying the vendors and products in a particular market segment that you should consider when 
making the best solution decisions for your company.  

It is recommended that the information provided in this Leadership Compass be augmented with local 
analysis.  Customers should always define their specific requirements and analyze in greater detail 
solutions to those needs.  Picking a vendor for a specific customer scenario is beyond the scope of this 
report. This requires a more thorough and comprehensive analysis of customer requirements and will 
typically require a more detailed mapping of these requirements to product features.  KuppingerCole 
Advisory Services provides customer-specific assessment.  

We look at four types of leaders:  

 Product Leaders: Product Leaders are supplier of leading-edge products in the particular market 

segment. These are typically mature products delivering the functionality expected from products 

in the market segment.  

 Market Leaders: Market Leaders are vendors in the market segment that have a large, global 

customer base and a strong partner network to support their customers. A lack in global presence 

or breadth of partners will hinder a vendor from becoming a Market Leader.  

 Innovation Leaders: Innovation Leaders are those vendors that are driving innovation in the 

market segment. They are at the forefront of product development, providing innovative features 

that will, in time, be provided by most products in the particular market segment.  

 Overall Leaders: Overall Leaders are identified based on a combined rating, looking at the strength 

of products, the market presence, and the innovation of vendors. Overall Leaders might have 

weaknesses in some areas but are rated as an Overall Leader because, on average, they score 

highly in comparison to others in the sector.  

For every area, we distinguish between three levels of products:  

 Leaders: This identifies the leaders as defined above. Leaders provide products that are 

exceptionally strong in one or more areas.  

 Challengers: This level identifies vendors with products that are not yet leaders but have specific 

strengths in the functionality they provide. Typically these products are also mature and might be 

leading-edge when looking at specific use cases and customer requirements.  

 Followers: This group contains products which lag behind in some areas.  They may display a 

limited feature set or the vendor may have only a regional presence.  These products will typically 

have specific strengths, making them a good or even best choice for certain use-cases or specific 

customer requirements.  
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In addition, we have defined a series of matrixes which:  

 compare for instance the rating for innovation with the one for the overall product capabilities, 

thus identifying highly innovative vendors which are taking a slightly different path than 

established vendors, but also highlight vendors which don’t lead in innovation any more. These 

additional matrixes provide viewpoints that should be considered when picking vendors for RFIs 

(Request for Information), long lists, etc. in the vendor/product selection process.  

 add additional views by comparing the product rating to other feature areas. This is important 

because each customer is unique, depending on their current situation and specific requirements. 

Based on these additional matrixes, customers can evaluate which vendor fit best to their current 

needs but is also provides for future requirements with more overall capabilities. The latter is 

important given that a product typically not only shall address a pressing challenge but become a 

sustainable solution. It is about helping now and being good enough for the next steps and future 

requirements.  

Thus, the KuppingerCole Leadership Compass provides a multi-dimensional view on vendors and their 
products.  

Our rating is based on a broad range of inputs and a long experience in the market segment. Input 
consists of experience from KuppingerCole advisory projects, feedback from customers using the 
products, product documentation and a questionnaire sent to vendors and other sources.  

3. Product Rating 

KuppingerCole as an analyst company regularly performs evaluations of vendors and their products. The 
results are, amongst other types of publications and services, published in the KuppingerCole Leadership 
Compass Reports, KuppingerCole Product Reports and KuppingerCole Vendor Reports. KuppingerCole 
uses a standardized rating to provide a quick overview on our perception of the products or vendors. 
Providing a quick overview of the KuppingerCole rating of products requires an approach combining 
clarity, accuracy, and completeness of information at a glance.  

KuppingerCole uses the following categories to rate products:  

 Security  

 Functionality  

 Integration  

 Interoperability  

 Usability  

Security – the security measure indicates the degree of security features incorporated within the 
product.  Information Security is a key element and requirement in the KuppingerCole IT Model 
(Scenario: Understanding Identity and Access Management - 70129). It provides a mature approach 
to security assessment and a model for product security; a key requirement for evaluating products. 
Shortcomings such as having no or only a very coarse-grained, internal authorization are identified as 
weaknesses in security.  Security vulnerabilities to known hacks are also rated as weaknesses. The 
security rating is based on the severity of such weaknesses and the way in which the product vendor 
accommodates them.  

  

http://www.kuppingercole.com/report/mksecnario_understandingiam06102011
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Functionality – this is measured in relation to three factors: 

 vendor promises 

 status of the industry 

 expected functionality 

In mature market segments, the status of the industry and KuppingerCole expectations are virtually 
the same.  In emerging markets they might differ significantly, with no single vendor meeting the 
expectations of KuppingerCole, thus leading to relatively low ratings for all products in the market 
segment.  When vendors fail to meet customer’s expectations in a market segment, lower ratings will 
result, unless a product provides additional features, or uses another approach, that provides 
additional customer benefits.  

Integration – integration is measured by the degree to which a vendor has integrated the individual 
technologies or products in their portfolio. Thus, when we use the term integration, we are referring 
to the extent in which products interoperate. The level of integration a product exhibits is uncovered 
by analysing the configuration effort required deploy, operate and manage the product. The degree 
of integration is then directly related to this effort. For example: if each product maintains its own 
identity record for each user, it is not well integrated; if products use multiple databases or different 
administration tools with inconsistent user interfaces, they are not well integrated.  On the other 
hand, if a single account allows the administrator to manage all aspects of the product suite, then a 
better level of integration has been achieved.  

Interoperability – interoperability refers to the ability of a product to work with other vendors’ 
products, standards, or technologies. In this context it means the degree to which the vendor has 
equipped their products or technologies to work with other products or standards that are important 
in the market segment.  Extensibility is a component of this and measured by the degree to which a 
vendor allows its technologies and products to be extended for wider use by its customers.  
Extensibility is given equal status to interoperability so as to ensure its importance and 
understanding by both the vendor and the customer.  As we move forward, just providing good 
documentation is inadequate; the future is one in which programmatic access through a well-
documented and secure set of APIs is expected. Refer to the Open API Economy Document (Advisory 
Note: The Open API Economy - 70352) for more information.   

Usability - accessibility refers to the degree to which the vendor enables accessibility to its 
technologies and products by various user groups. Typically, at least two aspects of usability must be 
addressed – the end user view and the administrator view.  While good documentation is the basis 
for adequate accessibility, we have strong expectations regarding well integrated user interfaces and 
a high degree of consistency across user interfaces, particularly across different products from a 
single vendor.  We also expect vendors to follow common, established approaches to user interface 
design rather than creating their own UI conventions.  

  

http://www.kuppingercole.com/report/cb_apieconomy16122011
http://www.kuppingercole.com/report/cb_apieconomy16122011
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We focus on security, functionality, integration, interoperability, and usability for the following key 
reasons:  

 People Participation - Human participation in systems at any level is the highest area of cost 

and causal factor of failure for any IT endeavour.  

 Level of Security, Functionality, Integration, Interoperability, and Usability - Lack of excellence 

in any of these areas will only result in increased human participation in deploying and 

maintaining IT systems.  

 Level of Identity and Security Exposure to Failure - Increased People Participation and Lack of 

Security, Functionality, Integration, Interoperability, and Usability not only significantly 

increase costs, but inevitably lead to increased manual intervention with its attendant 

mistakes and decreased customer satisfaction with breakdowns in their business processes. It 

also creates openings for malicious attacks and system failure.  

When KuppingerCole evaluates a set of technologies or products from a vendor, the degree of 
product Security, Functionality, Integration, Interoperability, and Usability which the vendor has 
provided is of utmost importance because the lack of excellence in any or all of these areas will 
inevitably lead to identity and security shortcomings and poor infrastructure.  

4. Vendor Rating 

For vendors, additional ratings are used as part of the vendor evaluation. The specific areas we rate 

for vendors are  

 Level of Innovation  

 Market position  

 Financial strength  

 Ecosystem  

Level of Innovation – this is measured as the capability to drive innovation in a direction which aligns 
with the direction of the particular market segment in question.  Innovation has no value in itself but 
needs to provide clear benefits to the customer. However, being innovative is an important factor for 
trust in vendors, because innovative vendors are more likely to remain leading-edge. An important 
element of this dimension of the KuppingerCole ratings is the support of standardization initiatives 
where applicable. Driving innovation without standardization frequently leads to lock-in scenarios. 
Thus active participation in standardization initiatives adds to the positive rating of innovativeness. 
Innovativeness, despite being part of the vendor rating, looks at the innovativeness in the particular 
market segment analysed in this KuppingerCole Leadership Compass.  

Market position – measures the position of the vendor in the market or in relevant market 
segments. This is an average rating over all markets in which a vendor is active, e.g. being weak in 
one segment doesn’t lead to a very low overall rating. This factor takes into account the vendor’s 
presence in major markets. Again, while being part of the vendor rating, market position evaluates 
the vendors position in the particular market segment analyzed in this KuppingerCole Leadership 
Compass. Note: a very large vendor might not be a market leader in the particular market segment in 
question, but may enjoy a higher overall market position.  
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Financial strength – KuppingerCole doesn’t consider size to be of value by itself but financial strength 
is an important factor for customers when selecting a solution.  In general, publicly available financial 
information is an important factor for this rating.  Companies which are venture-financed are rated 
lower because they are more likely to become an acquisition target, with potential risk for customers 
adopting their product as a solution.  

Ecosystem – this dimension looks at the ecosystem of the vendor for the market segment covered in 
this Leadership Compass document.  It focuses on the partner base of a vendor and the approach 
they have taken in acting as a “good citizen” in heterogeneous IT environments.  

Please note that in KuppingerCole Leadership Compass documents, most of these ratings apply to 
the specific product and market segment covered in the analysis, not to the overall rating of the 
vendor.  

5. Vendor Coverage 

KuppingerCole attempts to include all vendors within a specific market segment in their Leadership 
Compass documents. The scope of the document is global but will include vendors which are only 
active in regional markets such as a single country such as Germany, a region such as Scandinavia or 
a continent such as Europe.  

However, there might be vendors which don’t appear in a Leadership Compass document for various 
reasons:  

 Limited market visibility: There might be vendors and products which have not reached a 

high-enough level of market visibility, despite our continuous market research and advisory 

work with customers. This indicates of a lack in Market Leadership.  

 Denial of participation: Vendors might decide not to participate in our evaluation and refuse 

to become part of the Leadership Compass document. KuppingerCole will typically mention 

their products for the sake of completeness but in-depth analysis will not be provided.  

 Lack of information supply: Products from vendors that don’t provide the information we 

have requested for the Leadership Compass document will generally not be reviewed unless 

we have access to sufficient information from other sources.  

 Borderline classification: Some products might have only small overlap with the market 

segment we are analysing.  In these cases it might not be prudent to include the product in 

the KuppingerCole Leadership Compass.  

In our desire to provide a comprehensive view of the products in a market segment KuppingerCole 
provides periodic updates to Leadership Compass documents.  

For this Leadership Compass document, the following vendors declined participation: 

 Cisco Systems 

 Juniper Networks 

 Microsoft Corporation 

 Dell Software 

 Technica Corporation 
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6. Market Segment 

Dynamic Authorisation Management (DAM) is unquestionably on the ascendency with the increasing 
need to protect computer applications and data repositories from un-authorised access and to 
protect documents from malicious release to the public.  There is no question that the US 
Department of Defence could have better secured the documents released on Wikileaks, with an 
attribute-based access control system, and the National Security Agency could have utilised an 
attribute-based approach to better to restrict contractor access to classified systems and avoid the 
PRISM affair. 

DAM is about providing the tools to allow organisations to implement a risk-based approach to 
control access to protected resources and mitigate damage when a violation to the access controls 
occurs. 

The direct questions that must be asked are: 

 On what attributes should access control be based? 

 What classifications are required for controlled resources? 

 What is the priority of application integration to the DAM infrastructure? 

 What monitoring and reporting is required? 

There are also some strategic questions that must also be addressed: 

 Who should manage the access control policies?  

 Who will provide governance over the DAM environment? 

6.1 Dynamic Authorisation Management 

For this Leadership Compass the industry sector under analysis is Dynamic Authorisation 
Management, sometimes referred to as Externalised Authentication.  DAM is actually a subset of 
Externalised Authentication since it is the industry segment in which fine-grained, dynamic 
authorisation decisions are made by a shared resource that relies on one or more identity provider 
services.  A typical configuration is as follows: 

Policy
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Policy
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Fig. 5: XACML model 

The DAM environment will consist of a Policy Enforcement Point which resides on the remote 
application and formats authorisation requests and parses responses; it typically sits on the 
application webservice and forwards a user request for access to a Policy Decision Point (the 
component responding to requests for authorisation approval).   
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Some solutions will provide their own Policy Information Point software; others will use an identity 
data repository using a standards-based interface.  There will also be a requirement for a tool to 
administer policies in the system. 

By definition Dynamic Authorisation Management is based on rules and attributes provided for the 
authorisation decision. They are used at runtime, and rules are analysed based on the policies that 
have been established; access decisions are returned.  There are several benefits to this: decisions 
can be more granular than in a role-based access control system, changes in the rules (or policies) 
can take effect immediately and developers no longer need to build access control lists into their 
applications. Overall, Dynamic Authorisation Management provides more flexibility and enables 
centralised policy management. 

7. Specific features analysed 

DAM software must provide core functionality that allows the software/appliance to control access 
to protected resources based on an externally managed policy. While the mechanism by which a 
product should do this was not mandated, higher points were assigned for adherence to standards.   

Features that assist in the deployment of an externalised authentication service were also more 
highly regarded. For instance, the ability of a product to handle specific variants of the standards was 
considered a benefit and the provision of tools to assist developers to deploy PEP software was also 
included in the rating. 

Products with security features such as the ability to encrypt or, better still, digitally sign decision 
requests and responses were favourably rated.  

7.1 Core Functionality 

Policy decisions The product must be policy driven. This gives the product the capability of 
supporting a central policy store that an organisation can use to support all 
their core applications and resources from one point. Some vendors may use 
their own proprietary decision point software that supports their own 
technologies. Ideally vendors will support standards to allow their product to be 
deployed in a wider environment.  

Policy 
administration 

A mechanism is required to enter policies into the decision point. This is 
typically via an interface that lets the user build expressions that implement a 
particular policy e.g. to access the Finance application you must be in the 
Finance Department. Some interfaces are quite basic, some use pull-down 
menus to support the generation of a natural language expression that can be 
generated by business units rather an IT resource. 

Policy enforcement Each application, or control point, that uses the DAM tool must have a way to 
communicate with the decision point. At least a request-response mechanism is 
needed to allow for the return of a “permit” or “deny” decision. Ideally a 
standard such as XACML should be used to allow for a more rich 
communication supporting a wider range of PEPs. 



 

 

 

 

 

Page 17 of 42 KuppingerCole Leadership Compass 
Dynamic Access Management 

Report No.: 70966 

7.2 Discretionary Functionality 

Operating system 
integration 

In some cases it is advantageous to be able to integrate the decision point with 
system-level permissions. For instance, if a user has write access to a specific 
file-share the same access should apply to documents in a related document 
repository.    

Administration 
point 

The PAP is an important criterion for analysis when selecting a DAM solution. 
There is a tension between the efficiency of operation and the sophistication 
required in the product. Ideally a business person should be establishing and 
managing policies. This means that a natural language tool with GUI 
functionality is required. If the IT department is maintaining the policy 
repository a more efficient code-based solution will suffice. 

Distributed 
administration 

In some cases policy administration is performed by several persons/business 
units that may be remotely located. If there is not one central unit managing 
policies it is necessary that the PAP support distributed administration 
functionality. 

7.3 Other Functionality 

When evaluating the products, besides looking at the overall functionality we also considered: 

 size of the company 

 number of customers 

 number of developers 

 partner ecosystem 

 licensing models 

Is it also noted that this Leadership Compass document includes disparate products and rates only their 
dynamic authorisation management features e.g. network gateway solutions have a different use case to 
the dedicated devices.  Also, there may well be features of a product that may be considered 
discretionary, and not rated highly, which will be important for a specific client’s use case.  This 
Leadership Compass should be considered a guideline only.  

8. Market Leaders 

Based on our evaluation of the responses to our survey, we’ve positioned the vendor’s product offerings 
in terms of their market strength in the Dynamic Authorisation Management segment. The market 
leaders are shown in figure 6.  
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 Fig. 6: Market leaders in the Dynamic Authorization Management market segment.  

As expected the Market Leadership chart is dominated by Oracle and IBM due to the size of their product 
ecosystem. They both have significantly more customers, significantly larger customers and significantly 
larger partner profiles than the other contenders in the segment. It is difficult to determine their market 
share in just Dynamic Authorisation Management so positioning should be considered indicative only.  

In the challenger space the gateway solution providers are dominant in that their dynamic authorization 
product offering is but one component of the functionality provided by their products. In other words, 
customers are typically acquiring these products for their gateway functionality with dynamic 
authorization being a feature of an API between systems. Axway, WSO2 and NextLabs enjoy a wide 
geographic support base. Axiomatics’ market share is wholly based on authorisation management. 
Evidian’s product offering is more diverse with focus in specific industries.  

Access Sentinel is purely an authorisation management tool and their market share is limited by regional 
coverage. The market positioning of Jericho Systems and CrossIdeas is due to the relatively small size of 
their support network but this is also a function of their market focus, all being significant players in their 
areas of specialty. 

Being in start-up mode CionSystems has yet to build a market presence in Dynamic Authoristation 
Management.  They have a significant client-base in the Active Directory management sector. 

Again, the positioning of vendors as Leaders, Challengers and Followers simply demonstrates the breadth 
of the market.  Vendors to the left demonstrate a limited size of their customer and partner ecosystems 
which in some cases are regional in nature. Such vendors are still a good fit for customers, especially in 
their home markets. 

So, the market leadership rating is dominated by two very large software vendors who compete with a 
number of smaller vendors with specific functionality and/or a regional presence. Market leadership is 
therefore only one indicator of overall position of the vendor, its strength in sales and its partner 
ecosystem. On its own it doesn’t allow any conclusion about suitability of a vendor or their product’s fit to 
a customer’s requirements. 

Market Leaders are (in alphabetical order):  

 IBM 

 Oracle  
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9. Product Leaders 

The second view we provide is about product leadership. This view is mainly based on the analysis of 
product features and the overall capabilities of the various products. 

 

Fig. 7: Product leaders in the Dynamic Authorization Management market segment.  

The Product Leadership view compares the functional strength and completeness of a vendor’s product. 
Large vendors such as Oracle and IBM dominate this space but Axiomatics is also a solid leader; they have 
a complete product with some innovative features. Oracle is a Leader in this rating due to the fact that 
they have a very complete and integrated product. IBM also has a very complete product offering 
supporting a wide range of protocols with some recent functionality improvements in security and 
governance. Their offering is not as integrated as Oracle’s with customers needing to choose between 
products depending on their requirements. All three vendors in the Leader space have extensive 
standards support. 

The challenger section is populated with the discrete product vendors and the gateway vendors. Axway’s 
product functionality in the area of standards support and integration rates them highly in this space. 
Access Sentinel rates highly as a challenger in the product leadership space; their complete support for 
XACML and advanced policy administration tool elevate their product leadership rating. Although WSO2 
and NextLabs have a very different approach they both achieve similar ratings.  They rate highly for 
interoperability and functionality with their support for XACML and the SAML profile; both suffer from 
their limited support for developers in the provision of PEP code. Jericho Systems have wide support for 
standards and provide a range of tools to integrate their solution with relying applications. 

A little behind, but in the Challenger section are CrossIdeas and Evidian reflecting the limits of their 
support for generic solutions i.e. those outside their areas of expertise. Support for OpenID, OAuth and 
Azure AD would strengthen product ratings. 

CionSystems are shown in the Challenger section. They are product leaders in the Microsoft ecosystem 
with functionality no other vendor provides. But outside this market area their product leadership is 
currently limited. 
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Again, to select a product it is important to map customer requirements to specific features. There are 
many examples in which products weren’t “feature leaders” but were still the best solution for a 
customer’s requirements. 

Again, to select a product it is important to map customer requirements to specific features. There are 
many examples in which products weren’t “feature leaders” but were still the best solution for a 
customer’s requirements. 

Product Leaders are (in alphabetical order): 

 Axiomatics 

 IBM 

 Oracle 

 10. Innovation Leaders 

The third angle we took when evaluating products concerned innovation. Because of the emerging nature 
of the Dynamic Authorization Management market, innovation is a key capability. Innovation drives 
customer satisfaction when they receive new releases that meet their developing requirements. Thus, a 
look at innovation leaders is important part of analysing product features. 

 
Fig. 8: Innovation leaders in the Dynamic Authorization Management market segment. 

Axiomatics leads this sector.  As well as their comprehensive support for standard protocols they have 
also shown innovation in their database filter, reverse query functionality and their programing approach 
to developing policies. Oracle is also an Innovation leader primarily because of their wide support for the 
identity management product sector; they support all the major standards and have a comprehensive 
support for the XACML protocol. 

NextLabs has an innovative approach in their support for specific industry sectors, they have been 
awarded multiple patents. Access Sentinel has arguably the most innovative approach to developing 
policies. They have also taken a somewhat unique approach to PDP-PIP integration with both security and 
performance benefits. 

CionSystems rate highly for their innovative approach in their user interface for system management and 
self-service and for their support of the Azure environment. Axway has taken an innovative approach with 
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their Policy Studio which gives their product wide appeal across a diverse user-base. Evidian’s decision 
point software displays innovation in its accommodation of a wide range of attributes and meta-data. 

IBM and WSO2 demonstrate a good level of innovation and support for standards but ratings came down 
without new features or specific industry support. Jericho Systems are in the middle tier due to their 
innovative management user interface. CrossIdeas suffers a little in the innovation stakes from limited 
standards support. 

Again, in some cases products which appear more to the left in the chart do not necessarily fail in 
customer’s need for innovation. If they are focused on specific requirements or approaches, like Evidian 
with their focus on a more complete solution for SMBs and their tight integration with other identity 
management functionality, they may well be a customer’s best choice. 

Innovation Leaders are (in alphabetical order): 

 Axiomatics 

 Oracle 

11. Product evaluation 

This section contains a quick rating for every product we’ve included in this KuppingerCole Leadership 
Compass document. For many of the products there are additional KuppingerCole Product Reports 
available, providing more detailed information. 
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11.1 Access Sentinel 

The ViewDS Access Sentinel product is a pure-play authorisation server supporting the XACML 3.0 
protocol. It is teamed with the ViewDS directory server acting as the integrated PIP. Integration with a 
customer’s data store is via the Identity Bridge product that supports connectors to the major data 
repository products.  

This means that requests from the PDP to the PIP are very fast, relying on no external directory or virtual 
directory for access to attribute date. It does mean that attribute data must be synchronized to ViewDS 
which can then act as the organization’s enterprise directory.   

Strengths/Opportunities Weakness/Threats 
Purpose built product for fine-grained 
authorization management  

Access Sentinel relies on periodic 
synchronization to populate the PIP 

Maintains its own PIP with appropriate security 
in place  

A relatively small player with limited support 
capability 

Choice of two policy administration tools 
including a highly functional policy engine with 
innovative expression-builder software 

 

Support for other standards such as SMNP and 
X.500, LDAP, XLDAP, SPML and DSML 

 

Table 1: Access Sentinel major strengths and weaknesses 

Two policy administration tools are provided: the ViewDS system management interface, a .Net-based 
Windows application which allows appropriately authorized administrators to manage achema and 
identity date as well as create, update and delete policies (versioning is supported), and a Access Sentinel 
Policy Management application (written in Java) which provides a GUI-driven policy tool for business unit 
staff to manage their policies. Both tools abstract the complexities of XACML by providing an intuitive 
expression-builder facility to generate policies. 

A variety of PEPs are supported with code for Apache and IIS shipping with the product.  A variety of 
XCAML protocols are supported such as the Dell and Axiomatics request/response variants. RESTful 
interfaces, both XML and JSON, are supported and digital signing of SAML messages is also supported. 

ViewDS was an early adopter of the XACML protocol and the extensive experience they have had with the 
protocol shows in the maturity of their product offering.  Distributed policy administration functionality 
means that the development of policies can be devolved to the business units rather than relying on 
central administrative personnel. 

Security positive 
Functionality positive 
Integration neutral 
Interoperability neutral 
Usability positive 

Table 2: Access Sentinel rating 

Access Sentinel is a feature-rich product capable of satisfying complex authorization requirements.  Its 
integrated directory provides a secure repository for the decision information point and opens up other 
opportunities in terms of an enterprise directory. 
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11.2 Axiomatics 

As a leader in the development of Dynamic Authorization Management, Axiomatics is an independent 
provider of policy-based, dynamic authorization control software that provides fine-grained access 
control to a wide range of application solutions. The core of the system is Policy Server which maintains 
the central access policies for an organization as well as providing a services manager for monitoring the 
system’s operation. The PDP component can be deployed as a core service or integrated into an 
application for higher performance. A variety of PEP options are provided to support the main 
development environments and third party XACML solutions. 

Strengths/Opportunities Weakness/Threats 
Experienced supplier of central policy-based 
authorization control software solution 

Developed and supported by an independent 
software start-up 

Full standards support with active participation 
on the OASIS XACML body and JSON standard 
development 

Policy administration is a technical rather than 
business function e.g. no natural language 
functionality 

Data access filter solution for fine-grained access 
control to database tables 

 

Innovative reverse query functionality to build 
user entitlements lists 

 

Table 3: Axiomatics major strengths and weaknesses 

Axiomatics provides a sophisticated policy management environment.  It divides policies into domains 
and allows a multi-layered approach to policy administration with support at the developer level, 
governance level and an overarching orchestration facility. There are multiple ways in which a policy can 
be established: the policy editor provides a GUI approach to allow the user to construct policy statements 
or the Axiomatics Language for Authorisation (ALFA) can be used in the Eclipse development 
environment. As at Aprol 2014 Axiomatics has announced its intention to submit the ALFA specification to 
OASIS as an XACML profile.  

As a PDP the Policy Server has extensive capabilities in its support of a wide variety of Information Points, 
both directories and databases. Multiple PEP options exist with out-of the box solutions and software 
development kits for both Java and .NET to enable clients to integrate their own applications. 

Additionally the Axiomatics Data Access Filter provides very fine-grained access to databases equipped 
with the appropriate PEP. When a database query is received the PEP validates the request with the 
policy store and modifies the query appropriately to ensure policy constraints are observed.   

The Axiomatics Reverse Query functionality provides the capability to search a multi-dimensional policy 
dataset to indicate a user’s entitlements. This enhances the governance capabilities of the entitlements 
environment. 

Security strong positive 
Functionality positive 
Integration positive 
Interoperability strong positive 
Usability positive 

Table 4: Axiomatics rating 

Overall Axiomatics software is a feature-rich, standards-based product that should suit the most exacting 
customer requirements.  While partner-support is somewhat limited the product support from the 
company and the assistance they provide in deploying the product will enable customers to deploy the 
product in an efficient manner. 
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11.3 Axway 

The API Gateway is Axway’s core product offering in the Dynamic Authorisation market but it is part of an 
integrated suite of products that provide a flexible solution to an organization’s connectivity needs.  
Indeed authorisation management is but one feature of this product, others being message queuing and 
strong administrative facilities. The product started life as the Vordel API Server and Axway has 
repositioned the product as a business integration gateway. While its primary purpose is to manage 
system interfaces to applications or document repositories at the API level, the Axway API Gateway is well 
capable of acting as an organization’s PDP 

Strengths/Opportunities Weakness/Threats 
Fully standards-compliant with support for 
XACML, OAuth, STS etc. 
Integrated package with developer tools and 
reporting functionality 
Supports multi-enterprise operation for cloud 
service providers 
Ability to manage non-identity related variables 
such as traffic throttling, transformation, and 
protocol mediation  
Pre-built solutions for target industries 

Policies can be managed in an external PDP or 
locally in the Policy Studio; integration may be 
required 
Policy generation is typically a specialist function 
and is managed via an external tool 

Table 5: Axway major strengths and weaknesses 

The Gateway has a wide range of supported connection types from file transfer protocols and legacy 
asynchronous APIs (JMS, MQTT, Simple Query Service etc.) to web-service APIs and RESTful interfaces. It 
supports OAuth for access control of mobile devices and it has a built-in security token service for support 
of the Microsoft environment.  The product provides developer tools to assist in application integration 
and incorporates reporting tools to assist in managing the business processes that it supports.  

The policy administration features in the Policy Studio are used to develop the policies and, via 
connectors to the organizations identity provider service(s), the Gateway provides access control to 
restricted resources for individuals based on their attributes or credentials.  The XACML standard is 
supported with both XML file and JSON array support; communication can be both encrypted and signed. 

Axway’s offering can be customized for virtually any systems integration requirement.  It supports a 
flexible deployment model as a hardware appliance, on-premise software instance or cloud installation.  
Product strengths include the visual policy administration tool, the built-in analytics and reporting tool, 
and support for multiple identity provider sources for access control decisions. 

Axway provides support solutions for multiple industries including Finance, Manufacturing, Transport & 
Logistics, Health Care and Government (public sector).   

Security positive 
Functionality positive 
Integration strong positive 
Interoperability neutral 
Usability neutral 

Table 6: Axway rating 

Axway provides a range of B2B, SOA and API-based solutions. The API Gateway provides dynamic 
authorization capabilities to allow the deployment of a robust, centrally managed, fine-grained access 
control solution that adheres to industry standards. 
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11.4 CionSystems 

CionSystems provide an integrated suite of software products that makes working with Microsoft Azure 
environment easier and more secure.  The integrated identity and access control solutions provide 
provisioning, workflow, administration and reporting services that allows adopters of the Windows Azure 
environment better control and more sophisticated management of their identity data.   

Strengths/Opportunities Weakness/Threats 
Easy to use solution for the provisioning into, 
and management of, hybrid Azure/On-premises 
environments 

CionSystems is a relatively small-player in the 
market 
Microsoft has a habit of incorporating 3rd party 
functionality into future releases of their 
product. 
 

Provides customers unprecedented 
management of their migration to Windows 
Azure 
CionSystems provide a very functional 2 factor 
authentication system with a smaller footprint 
than the Microsoft offering 
The reporting capability of the product provides 
an easy-to-use attestation and audit facility 

 

Table 7: CionSystems major strengths and weaknesses 

The CionSystems software sits between the on-premise environment and Windows Azure and provides 
the facilities to control the attributes synchronized with Azure Active Directory; this ensures sensitive 
data, not required for the authorization task, is not migrated to the cloud.  The workflow functionality 
provides for a full governance approach to provisioning, and the password management module provides 
a “one-shop stop” for users wanting to manage on-premise and Azure passwords from a single facility. 

CionSystems staff have an intimate knowledge of the Microsoft environment and they have developed a 
highly functional claims-based authorization service and an intuitive management facility. CionSystems 
support a variety of attribute sources (Active Directory, LDAP servers, Azure AD, virtual directories, DB, 
flat file, spreadsheet XML, SaaS) including OpenID and SAML/OAuth-based federation.  Any .NET-aware 
web claims applications are supported was well as SharePoint.  This means that Microsoft-centric 
organizations will benefit greatly from the centralized policy enforcement across the ecosystem.  The 
product also includes auditing, attestation and reporting tools to provide a common approach to 
managing access control to integrated applications. 

Security neutral 
Functionality neutral 
Integration weak 
Interoperability weak 
Usability positive 

Table 8: CionSystems 

CionSystems is a start-up based in Seattle, USA.  They are specialists in the management of Microsoft 

environments and in the integration of Azure with on-premises infrastructure.  Their product should be 

considered by organizations migrating applications to Azure.  Clients adopting the SharePoint Azure 

solution will be interested in the planned Enterprise Security Manager for SharePoint. 
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11.5 CrossIdeas 

The CrossIdeas platform consists of three products that constitute a comprehensive access management 
environment.  The core product is the IDEAS Access Governance facility that provides access control to 
relying systems and management control services.  The IDEAS Access Provisioning component provides 
workflow support for access approvals.  The IDEAS Access Analytics offering provides role mining and risk 
management for the access management environment. 

Strengths/Opportunities Weakness/Threats 
Mature product developed during the delivery of 
real-world solutions 

Focused on specific industry solution and may 
lack flexibility for some deployments 

Standards based with support for XACML, 
including constraints and exceptions 

 

Table 9: CrossIdeas major strengths and weaknesses 

CrossIdeas has a long history in access control having come from a background in security device 
integration and process control management with a large European systems integrator. The IDEAS 
product suite from CrossIdeas takes an innovative approach to the authorization of users and can control 
access to a diverse set of protected resources across an enterprise. The IDEAS environment extends the 
concept of RBAC permissions into a grouping of entitlements to simplify what can otherwise be a complex 
activity. IDEAS maintains its own data source, with attributes acquired from authoritative sources, and 
maps business positions into a role map that is used to manage entitlements. CrossIdeas takes a 
structured approach to access control based on the development of a role model, organizational unit 
model, business activity model and segregation of duties model. 

This methodology assists in efficiently delivering consistent policy management and facilitates deploying 
an externalized authorization management facility across and enterprise. 

The CrossIdeas Authorization Server, a version of the IDEAS kernel, incorporates PAP and PDP 
functionality. The PAP is browser-based and provides a GUI for policy creation and policy management 
with intuitive screens for creating policies and editing rules. 

The PEP functionality is typically embedded into the agents that are deployed in applications. Support of 
Java and .NET is provided. 

Security positive 
Functionality neutral 
Integration neutral 
Interoperability neutral 
Usability neutral 

Table 10: CrossIdeas 

CrossIdeas genesis in EngiWeb Security and strong association with Engineering S.p.A, a major sales 
partner, is evident in its strong business-focused approach to identity and access management. It is the 
product of choice in discrete and process control applications and, its integration with SAP makes it a 
strong contender for companies using the SAP ERP solution. 
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11.6 Evidian 

Evidian provide a complete identity management solution with their Identity and Access Manager and 
Web Access Manager products.  The advanced features in the access manager product allow 
sophisticated access control, based on identity attributes, to be established. Also included in Evidian’s 
stable are an Enterprise Single Sign-on product, a multi-factor authentication facility and an advanced 
system monitoring tool. 

Strengths/Opportunities Weakness/Threats 
Complete solution provisioning both identity 
provisioning and access control. 

Lacks support for general-purpose identity 
provider protocols e.g. OpenID, OAuth1. 

Workflow approach to policy management  
Strength in access control in the manufacturing 
industry 

 

Table 11: Evidian major strengths and weaknesses 

The Evidian Authorization Server combines both fine-grained authorisation rights and coarse-grained, 
static rights used to provision accounts in applications that do not support externalised authentication. 
The Policy Manager provides a common view managing permissions on an enterprise-wide basis. 
Permissions can be assigned based on a user’s position in the organisation hierarchy or directly from their 
role. This allows the dynamic assignment of permissions to a user and facilitates access control audits to 
be accomplished identifying cases such as segregation of duties violations.   

Management of policies is via the Policy Console which is a web-services administration console for rapid 
development and deployment of policies designed for use by IT personnel. There is also a Request 
Manager portal, designed for business users. The Request Manager employs a workflow methodology 
with a library of pre-defined workflows and a studio application for designing custom workflows. 

The PDP decisions can be based on contextual attributes, temporal or spatial data as well as pre-requisite 
conditions or provisional requirements. The PDP can be deployed in a multi-domain environment, each 
independently administered with domain-specific policies. The PDP has an audit capability that will 
evaluate complex authorisation decisions and report on policy outcomes. This provides the ability to 
validate policies and correct errors. 

Evidian provides a Java API for the PEP functionality in relying applications or a RESTful interface is also 
available for access by applications.  The XACML protocol is supported. 

Security positive 
Functionality neutral 
Integration neutral 
Interoperability neutral 
Usability neutral 

Table 12: Evidian 

Evidian is majority owned by the Bull Group.  They maintain a large developer population and a global 
partner community. 

 

  

                                                             
1 Evidian advise that OpenID and OAuth are to be supported in a new release in May 2014 
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11.7 IBM 

As a major supplier of identity management software IBM offers a range of integrated products to suit 
most customer requirements.  With IBM’s solution a person’s access control attributes are established via 
the Identity Manager and access control is accomplished via one or more of the Access Management 
solutions: a suite of products covering on-premise, cloud and federated deployments. 

The Security Access Manager for Web provides reverse proxy and SSO facilities. The Security Access 
Manager for Mobile supports multi-factor authentication, a graphical user interface for policy 
administration and integrates with sophisticated tools for malware detection. Both products are 
integrated with IBM’s QRadar SIEM functionality. 

Strengths/Opportunities Weakness/Threats 
Security Policy Manager can centralize policy 
administration for multiple applications across 
the enterprise 

IBM offers a “suite” approach, the level of 
integration between products may cause 
difficulty in some cases 

Standards-based approach with support of SAML 
V2 and XACML V2 

 

Supports LDAP and SQL queries to the underlying 
identity store 

 

Table 13: IBM major strengths and weaknesses 

The IBM solution is a gateway solution that provides an externalized authorization function. Relying 
applications require the runtime security services engine that communicates with the Policy Manager’s 
data entitlements server to obtain access control decisions. IBM’s WebSphere, DataPower and Integration 
Bus products are fully supported by the Security Policy Manager in addition to the Security Access 
Manager product. The Policy Administration tool is GUI-based and provides a rules expression-builder (if-
then-else expression format) but developing policies will still require some specialist knowledge and the 
tool will typically be used by a policy administrator rather than a business unit manager. 

PIP support is extensive with directory support via LDAP and database support via JDBC or a RESTful 
interface using both JSON arrays or XML files. Encrypted communication between the PEP and PDP is 
supported; digital signing of XACML requests/responses is also supported. 

IBM’s implementation of XACML supports Obligations.  Pre-certified integration adapters for the 
Microsoft environment are also available at no additional charge to licensed users of the Security Access 
Manager. IBM provides a variety of security/governance solutions via IBM X-Force for threat protection, 
QRadar for security intelligence and Trusteer for fraud and malware detection. 

Security strong positive 
Functionality neutral 
Integration positive 
Interoperability positive 
Usability positive 

Table 14: IBM 

IBM’s product portfolio is extensive with functionality to meet the most exacting requirements.  Of late 
IBM has combined related product under the Security division. The focus on QRadar will assist in the 
integration of the various products in the dynamic authorization stable.  

IBM is a logical choice for a shortlist of suppliers for a dynamic authorization management environment. 
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11.8 Jericho Systems 

Coming from a Defense background Jericho Systems has moved into the commercial sphere with a robust 
externalized authentication solution. The EnterSpace Decisioning Service consists of a policy engine 
providing the decision point, a policy administration tool for creating and managing policies, and various 
solutions for different policy enforcement environments. The products are well supported with 
connectors to the major directories or databases acting as the information point for the PDP.  They are 
provided either as a bundled suite or as individual components. 

Strengths/Opportunities Weakness/Threats 
Both Simple and Advanced policy administration 
is supported 
Extensive standards support 
Defense pedigree now being deployed in the 
Healthcare sector 
Patent protection on designs 

Policy development will typically require 
specialist knowledge even with the Basic policy 
administration tool 
 
 
 

Table 15: Jericho Systems major strengths and weaknesses 

Jericho Systems approach the dynamic authorization management task a little differently than other 
vendors. They support the use case in which a policy evaluation initiates an event (rather than the relying 
application). Governance is supported via logs maintained in a database or accessed via third-party tools.  
Portal users can access an audit widget to search audit data. 

The service can run on both Windows Server and Linux (CentOS recommended).   Various licensing 
models can be supported. 

Jericho provides support for a variety of PEP environments including SOAP (both Java and .NET), HTTP 
reverse proxy, Java Web servlets, REST services and SAML. Support for the Microsoft environment is 
provided with out-of-the box support for SharePoint. 

The PAP tool has both a “simplified” mode with a GUI interface for policy administration using a drag-and-
drop policy builder, and an “advanced” mode consisting of a Notepad-like editor for raw XACML policy 
creation. A “bulk” policy import tool is also provided. 

PIP support includes databases (all variants of SQL), LDAP directories including AD, and SAML Attribute 
Query sources.  

In the commercial sector Jericho Systems provides specific industry support for healthcare sector. 

Security positive 
Functionality positive 
Integration neutral 
Interoperability positive 
Usability neutral 

Table 16: Jericho Systems 

Established in 2002 Jericho Systems Corporation has built an enviable reputation in the Defense industry 
servicing clients such as Lockheed Martin, NSA, DISA, and the Military. Jericho has followed a robust 
development program and has been granted several patents for its technology. Of late Jericho has 
expanded into the civilian healthcare sector providing fine-grained access control for hospitals and 
healthcare professionals. Jericho is currently undergoing NIAP approval to validate the ability to perform 
ABAC services to meet NIAP's web services access control protection profiles.  
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11.9  NextLabs 

NextLabs is a premier supplier of a dynamic authentication management solution with a highly functional 
product offering for externalized decision making with specific support for target industries.  Solutions are 
provided as a suite of pre-integrated products. NextLabs has a strong partner focus maintaining 
relationships with SAP, Microsoft, Siemens and IBM. 

Strengths/Opportunities Weakness/Threats 
Mature customer base in high-risk industries 
Architected solution with easy-to-use policy 
editor  
Turn-key operation with delivery of custom 
solution for clients 
Specialist focus on strong industry verticals 

Restricted to high-end customers – cost-
prohibitive for small enterprises 
Industrial strength solution focused mainly on 
the large corporate market 

Table 17: NextLabs major strengths and weaknesses 

NextLabs take a three-pronged, risk management approach protecting sensitive data via document 
control, securing applications data via entitlements management and securing “data in use” with rights 
management.  

The policy management functionality is built into the Control Center product which consists of a policy 
server connected to the policy studio, a report server for governance purposes and a management server 
that implements endpoint policy control and cloud services control. Endpoint policies control both 
desktop and laptop access, the cloud policy control recognizes the different variables required for 
management of cloud-based services. 

Policy generation is facilitated by the graphical authoring tool which supports delegated administration, 
versioning and approval workflow. Auditing and reporting is provided via the analytics and dashboard 
features; compliance reporting and end-to-end audit functionality is also included.  

The environment manager controls access to external data sources with support for the major directory 
and databases protocols. 

NextLabs focusses on specific industries with pre-built integrated solutions. Targeted sectors are 
Aerospace and Defense, Chemical, Hi-tech (semiconductors), and Finance.  

Security positive 
Functionality positive 
Integration neutral 
Interoperability neutral 
Usability positive 

Table 18: NextLabs 

NextLabs was founded in 2004 and is located in California USA maintaining a global presence with a focus 
on Asia. NextLabs work closely with large system integrators. 

NextLabs is a good choice for a large-scale, industry-focused dynamic authentication solution.  The 
company provides a customised solution that is specifically built to meet a client’s end-to-end business 
process.  
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11.10 Oracle 

Oracle was an early supplier of an externalized authorization control product and promotes its adoption 
via the integration of dynamic authorization management into its identity and access platforms, Fusion 
and middleware products as well as Fusion applications and Oracle databases. These form an integrated 
suite of products for the management of identity information and access control across the enterprise. 
Applications on Oracle Application Server platform can make use of the dynamic authorization 
management functionality. This is particularly useful if fine-grained access control is required to manage 
authorization of users to applications. Both Oracle Access Manager and Oracle Identity Manager embed 
Oracle Entitlement Server for policy control and delegated administration.  This document focusses on 
Oracle Entitlements Server (OES). 

Strengths/Opportunities Weakness/Threats 
Integration with Oracle’s identity management 
suite 
Supports LADP and SQL queries to the underlying 
identity store 
Mature product with proven adoption by Oracle 
Fusion middleware and Fusion applications. 
Existing industry sector profiles i.e. Health 
informatics 
Versatility with support for both embedded and 
discrete PDP operation 
Active participant in OASIS 

The PAP functionality, it is targeted at trained 
administrators rather than business users 
Enterprise-level solution focused mainly on the 
large corporate market; it requires significant 
infrastructure 
 
 
 
 

Table 19: Oracle major strengths and weaknesses 

OES started life as the BEA Aqualogic product but has undergone significant development and is a full 
participant in the 11G initiative that has seen the Oracle middleware product suite become an integrated 
solution.  OES provides a fully standards-based PDP and can use a variety of sources as policy information 
points.  It is a mature product with good PEP support for all major web server implementations 
(WebLogic, WebSphere, Tomcat and JBOSS) and .NET applications. It is fully supported by application 
gateways such as Axway and CAs Layer 7. Standards compliance is extensive with OpenAZ, JAAS, NIST 
RBAC supported. The XACML standard is fully supported at V2.0. 

The PAP functionality is extensive with the capability to delegate administration and report on security 
policies. Administrative functions can be accessed via Java or Web-services APIs. Oracle was an early 
adopter of entitlements management and the product is well integrated with the OIM, OAM, OUD 
products.  It supports a wide variety of application development environments including Java and .NET to 
assist in the integration of PEP functionality. 

The policy engine is well-developed supporting a hierarchical approach suited to distributed policy 
administration.   

Security strong positive 
Functionality strong positive 
Integration positive 
Interoperability positive 
Usability positive 

Table 20: Oracle 

Oracle is a leading supplier of dynamic authorization management software. Customers will not go wrong 
using OES as the standard in selecting a solution for their dynamic authorization management solution.  
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11.11 WSO2 

Taking a somewhat different approach to the market is WSO2.  All their products are released under the 
Apache License Version 2 and are completely open-source. With the WSO2 products it is possible to build 
an extensive and integrated enterprise-wide middleware infrastructure.   

WSO2 offer a suite of products around their Identity Server offering. This includes the Business Process 
and Business Rules server which sits on top of the Enterprise Service Bus providing connectivity to all 
major services such as data services, storage services, external application services and identity services. 
Overarching the product suite are the monitoring and analytics functions.   

While the product portfolio is extensive, this document will focus on the Identity Server functionality.   

Strengths/Opportunities Weakness/Threats 
Robust architecture with real-time lookup of 
identity credentials with no requirement to store 
identity data locally 

Limited functionality in the support for complex 
fined-grained policies 
Industrial strength solution focused mainly on 
the large corporate market Supports LADP and SQL queries to the underlying 

identity store 
Active participant in OASIS  
Existing industry sector profiles i.e. Health 
informatics 

 

Table 21: WSO2 major strengths and weaknesses 

As the name implies the Identity Server provides identity management services for applications supported 
by the WSO2 environment. It connects to the identity data store(s) in an organization to access identity 
attributes either for the application itself or for a policy decision for those applications that externalize 
their authentication requirements. The Identity Server can use the API Manager to provide a SCIM-based 
connector into an application in order to populate its internal access control list or it can connect to 
XACML policies supported by the Governance Registry to support applications with externalized 
authorisation. The Registry maintains policy meta-data in an SQL database. The Identity Server provides 
the decision point functionality with the API Gateway providing the XACML support. 

PEP support includes Java code for the SOAP-based transport to the PDP.  Java Servlet filters are also 
provided for J2EE or Tomcat applications. The Thrift protocol is used for efficient communications, and 
WSO2 will generate an embeddable library for a variety of development environments. 

WSO2 business model is flexible: with the Product Support model a customer will typically engage for a 
“quick start-up” service, billed on a time-and-materials basis, and then subscribe to a support service 
based on the number of instances installed. Under the Cloud model WSO2 offer hosting services.  

Security positive 
Functionality positive 
Integration positive 
Interoperability positive 
Usability neutral 

Table 22: WSO2 

WSO2 commenced business in 2005 and maintain offices in the USA, UK and Sri Lanka. For any client with 
a need for fine-grained access control in a gateway device, the WSO2 Identity Server and API Gateway 
should be on the short-list. 
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12. Products at a glance 

This section provides an overview of the various products we have analyzed within this KuppingerCole 
Leadership Compass on Dynamic Authorisation Management. Aside from the rating overview, we provide 
additional comparisons that put Product Leadership, Innovation Leadership, and Market Leadership in 
relation to each other. These allow identifying, for instance, highly innovative but specialized vendors or 
local players that provide strong product features but do not have a global presence and large customer 
base yet. 

12.1 Ratings at a glance 

Based on our evaluation, a comparative overview of the ratings of all the products covered in this 
document is shown in table 21. 

Product Security Functionality Integration Interoperability Usability 

Access Sentinel positive positive neutral neutral positive 

Axiomatics strong positive positive positive strong positive positive 

Axway positive positive strong positive neutral neutral 

CionSystems neutral neutral weak weak positive 

CrossIdeas positive neutral neutral neutral neutral 

Evidian positive neutral neutral neutral neutral 

IBM strong positive neutral positive positive positive 

Jericho Systems positive positive neutral positive neutral 

NextLabs positive positive neutral neutral positive 

Oracle strong positive strong positive positive positive positive 

WSO2 positive positive positive positive neutral 

Table 21: Comparative overview of the ratings for the product capabilities 
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In addition we provide in table 22 an overview which also contains four additional ratings for the vendor, 
going beyond the product view provided in the previous section. While the rating for Financial Strength 
applies to the vendor, the other ratings apply to the product. 

Vendor Innovativeness Market Position Financial Strength Ecosystem 

Access Sentinel  positive weak weak neutral 

Axiomatics strong positive neutral neutral neutral 

Axway positive neutral positive positive 

CionSystems strong positive critical weak neutral 

CrossIdeas  positive weak neutral neutral 

Evidian positive neutral neutral neutral 

IBM positive positive strong positive strong positive 

Jericho Systems positive neutral neutral neutral 

Next Labs strong positive neutral neutral neutral 

Oracle strong positive strong positive strong positive strong positive 

WSO2 positive neutral neutral positive 

Table 22: Comparative overview of the ratings for vendors 

Table 22 requires some additional explanation regarding the ratings. 

In the area of Innovativeness, a low rating is applied if a vendor provides few advanced features in their 
product such as innovative policy administration tool, additional functionality that leverages the DAM 
capabilities or wide protocol support. 

Lower ratings in the Market Position column suggest a vendor has limited visibility outside their region or 
even within their region. Usually the number of existing customers is also limited in these cases. 

In the area of Financial Strength, lower ratings can indicate a lack of information about financial strength 
or for vendors with a very limited customer base, but is also based on other criteria. A lower rating 
doesn’t imply that the vendor is in a critical financial situation; however the potential for massive 
investments for quick growth may be limited. In itself this rating is not conclusive; vendors with better 
ratings can also fail and disappear from the market. 

Finally, a lower rating regarding Ecosystem applies to vendors which have no or a very limited ecosystem 
with respect to customers, partners or regional presence. While this might be based on company policy, 
protecting their own consulting and system integration business, it is our belief is that growth and 
successful market entry of companies into a market segment relies on strong partnerships. 

12.2 The Market/Product Matrix 

Beyond that analysis, we’ve compared the position of vendors regarding combinations of our three major 
areas of analysis, i.e. market leadership, product leadership, and innovation leadership. That analysis 
provides additional information. 
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Fig. 9: The Market/Product Matrix. Vendors below the line have a weaker market position   than expected according to their product maturity. 
Vendors above the line are sort of “overperformers” when comparing Market Leadership and Product Leadership. 

In this graph shows the comparison between a vendors positioning in our analysis of Product Leadership 
compared to their position in the Market Leadership analysis. Vendors above the line can be considered 
of “over performing” in the market. Vendor products below the line indicate the product capabilities have 
not yet translated into market share.  

We’ve defined four segments into which vendors are classified: 

Market Leaders: This segment contains vendors which have a strong position in our categories of 
Product Leadership and Market Leadership. These vendors have an overall 
strong to excellent position in the market. 

Strong Potentials: This segment includes vendors which have strong products, being ranked high in 
our Product Leadership evaluation. However, their market position is not as 
good. That might be caused by various reasons, like a regional focus of the 
vendors or the fact that they are niche vendors in that particular market 
segment. 

Market Performers: Here we find vendors which have a stronger position in Market Leadership than 
in Product Leadership. Typically such vendors have a strong, established 
customer base due to other market segments in which they are active. 

Specialists: In this segment we typically find specialized vendors which have – in most cases 
– specific strengths but neither provide full coverage of all features which are 
common in the particular market segment nor count among the software 
vendors with large portfolios. 

In the Market Leaders segment, we see Oracle, IBM and Axway. Vendors towards the upper right are the 
ones that have both strong product features and a significant market presence. 

In the Strong Potentials section, we see two vendors. Axiomatcs, and, on the border, Access Sentinel; 
both are vendors that show a strong overall product functionality but have a relatively limited number of 
customers and/or a small partner ecosystem. This is commonly combined with limited global presence.  
These vendors are all interesting alternatives to the Market Leaders. 
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It is interesting that there are no vendors squarely in the Market Performer section of the graphic. 
Vendors in this quadrant are not leading-edge in product functionality but have a good sales presence. 
NextLabs and WSO2 are just inside the line. 

Finally, there is the Specialists section with four vendors. This sector is characterized by products that are 
rather new and still evolving.  Jericho Systems, CrossIdeas and Evidian are all moving their products into 
the mainstream from a background in specific applications. CionSystems is a new player looking to move 
up the market size and functionality. Again, this graph should not form the decision criteria for product 
selection, any of the specialist’s products might be a perfect fit for a customer due to the fact that they 
provide rather specialized tools that might suit some use cases better than others. 

12.3 The Product/Innovation Matrix 

This view shows how Product Leadership and Innovation Leadership are correlated. It is not surprising 
that there are some marked differences between the two views. This distribution and correlation is 
typical for emerging markets with a significant number of innovative vendors. 

 

Fig. 10: The Product/Innovation Matrix. Vendors below the line are less innovative, vendors above the line are, compared to the current 
Product Leadership positioning, more innovative. 

Again we’ve defined four segments of vendors. These are 

Technology Leaders: This group contains vendors with technologies that are strong regarding their 
existing functionality and show a good degree of innovation. 

Establishment: In this segment we typically find vendors which have a relatively good position in 
the market but don’t perform as strongly when it comes to innovation. 
However, there are exceptions if vendors take a different path and focus on 
innovations which are not common in the market and thus do not count that 
strong for the Innovation Leadership rating. 

Innovators: Here we find highly innovative vendors with a limited visibility in the market. It is 
always worth having a look at this segment because vendors therein might be a 
fit especially for specific customer requirements. 
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Me-toos: This segment mainly contains those vendors which are following the market. 
There are exceptions in the case of vendors which take a fundamentally 
different approach to provide specialized point solutions. However, in most 
cases this is more about delivering what others have already created. 

Axiomatics and Oracle are considered the Technology Leaders in this comparison. They both display good 
levels of innovation and strong product capabilities. 

Axway and IBM occupy the Establishment segment.  This is understandable because both have an 
established history in the Dynamic Authorization Management market. Products have not be around long 
enough to become “established”. 

CionSystems is closest to the Innovators segment because they are at the beginning of their product 
lifecycle and, by definition, must be innovative. While they are innovative with respect to their 
authorization features they fall short of providing the full baseline capability for a wide-base 
Authorization Management tool. 

The Me-Too section contains vendors that are providing standard Dynamic Authorization Management 
functionality but are also taking a somewhat different approach to the market. Vendors in this segment 
could be regional players or vendors providing solutions that are targeted at specific markets. 

12.4 The Innovation/Market Matrix 

The third matrix shows how Innovation Leadership and Market Leadership are related. Some vendors 
might perform well in the market without being Innovation Leaders. This might impose a risk for their 
future position in the market, depending on how they improve their Innovation Leadership position. On 
the other hand, vendors which are highly innovative have a good chance for improving their market 
position but might also fail, especially in the case of smaller vendors. 

 

Fig. 11: The Innovation/Market Matrix. Vendors below the line are performing well in the market compared to their relative weak position in 
the Innovation Leadership rating, while vendors above the line show based on their ability to innovate, the biggest potential for improving 
their market position. 
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The four segments we have defined here are 

Big Ones: These are market leading vendors with a good to strong position in Innovation 
Leadership. This segment mainly includes large software vendors. 

Top Sellers: In this segment we find vendors which have an excellent market position 
compared to their ranking in the Innovation Leadership rating. That can be 
caused by a strong sales force or by selling to a specific community of “customer 
customers”, i.e. a loyal and powerful group of contacts in the customer 
organizations. 

Hidden Gems: Here we find vendors which are more innovative than would be expected given 
their Market Leadership rating. These vendors have a strong potential for 
growth, however they also might fail in delivering on that potential. 
Nevertheless this group is always worth a look due to their specific position in 
the market. 

Point Vendors: In that segment we find vendors which typically either have point solutions or 
which are targeting specific groups of customers like SMBs with solutions 
focused on these, but not necessarily covering all requirements of all types of 
customers and thus not being among the Innovation Leaders. These vendors 
might be attractive if their solution fits the specific customer requirements. 

Again, this matrix contains the two large players in the Big Ones section as well as one of the gateway 
vendors on the border line.  These vendors both hold a significant market share and execute well in 
adding innovative features to their products. 

We find NextLabs and WSO2 just inside the Top Sellers segment.  This indicates a larger market share than 
their level of innovation might suggest but this is borderline and not conclusive.  

More interesting is the Hidden Gems segment. As expected we see the main innovators here: Axiomatics, 
Access Sentinel and CionSystems. All three show a significant potential for market expansion.  

The Point Vendors segment contains the specialized vendors. Again, these vendors are a good choice for 
many customers, but are not yet ready to fully compete with the larger players in general dynamic 
authorization scenarios. 

13. Further Analysis 

Beyond looking at the overall capabilities of the products, we provide an additional view looking at the 
particular strength of products for specific use cases. There are two basic configurations supported by the 
vendor products covered in this document: the pure-play externalized authorization engines and the 
gateway devices. The Leadership Compass makes no differentiation between these configurations, rating 
products based on their authorization capabilities, integration capabilities, security functionality etc. For 
this Leadership Compass on Dynamic Authorization Management we look at two separate use cases for 
DAM infrastructure: 

Discrete DAM: This Leadership Compass is focused on centrally managed, dynamic authorization 
solutions. To this end the rating system favours solutions adapting the XACML specification and standard 
transport protocols e.g. SAML. One issue for consideration is the fact that individual vendors implement 
XACML to suit their own requirements so clients need to be aware of the vendor variants of XACML 
request/response protocols and not assume interoperability.   
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Network DAM: If a client's use case is more aligned with a need for a gateway device i.e. protection of a 
single system or control of traffic between systems, the selection of one of the gateway solutions should 
be considered. In some cases a gateway solution is required in a multi-system environment in which case 
a discrete DAM product can function as the gateway's PDP. 

Of course it is possible to use all the products featured in this Leadership Compass in either capacity but 
certain products are more suited to one use rather than the other. 

 

Fig. 12: The Network Gateway/Product Matrix. Vendors towards the top well suited to implementing Gateway functionality, while vendors 
towards the bottom are better in the discrete DAM applications, positioning to the right indicates better overall product capability. 

Vendor products such as WSO2 and Axway are clearly stronger in network gateway functionality since 
they are specifically designed for deployment as network devices providing real time access control on 
connectors between systems. A typical use case would be the protection of a document repository; by 
deploying a gateway device in front of the document system fine-grained access to documents in the 
repository can be affected.  

At the other end of the spectrum are the pure-play DAM devices such as Axiomatics and Access Sentinel 
that provide generic authorisation management for multiple replying systems in an organisation’s 
information technology environment. A typical use case might be a multi-application environment with 
multiple web-servers providing access to the various applications. By deploying a PEP on each web-server 
common access policies can be deployed across all the applications. 

In the middle are the other evaluated products, both NextLabs and IBM Security Access Manager are well 
suited to network gateway deployments. Jericho Systems and CrossIdeas can be deployed in either 
environment while Evidian is more usually deployed as multi-application decision points. Oracle 
Entitlements Server is usually installed in discrete applications but can be paired with Oracle API Gateway 
for network deployments. CionSystems is a multi-application support facility but can be configured as a 
gateway device between an on-premise network and an Azure environment.  

Product selection decisions must not be made solely based on the positioning on this matrix. Vendors of 
contending systems should be contacted to determine how their product offerings suit the known and 
planned requirements before any short-list is developed. A product’s suitability to meet the desired 
configuration whether it be as a gateway device or as a discrete device to support multiple relying 
applications is germane to selecting the most appropriate product. 
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14. Overall Leadership 

Finally, we’ve put together the three different ratings for leadership, i.e. Market Leadership, Product 
Leadership, and Innovation Leadership and created an Overall Leadership rating. This is shown below in 
figure 13. 

   
Fig. 13: The Overall Leadership rating for the Dynamic Authorization Management market segment 

When looking at the Overall Leaders, we see most of the expected large players in front. This is partially 
based on the fact that they are Market Leaders, which goes into the Overall Leadership rating. We see 
Oracle and IBM competing head-to-head in this rating,  

Behind these leading companies, we see a large number of other vendors in the Challenger segment. 
Especially the ones further to the right in that segment definitely are interesting candidates for any 
product selection list, namely Axiomatics, Axway, WSO2, Access Sentinel, NextLabs, CionSystems and 
Jericho Systems. 

The other vendors also have interesting offerings but commonly lack in one or another area, such as 
market presence, customer base, and ecosystem, or are specialized vendors such as Ilex that provide 
solutions taking a somewhat different approach to Identity Provisioning. All of these vendors might be a 
fit for customers, depending on their specific needs such as looking for Open Source products or regional 
players. 

Again: Leadership doesn’t automatically mean that these vendors are the best fit for a specific customer 
requirement. A thorough evaluation of these requirements and a mapping to the features provided by the 
vendor’s products is mandatory. 

Overall Leaders are (in alphabetical order): 

 IBM 

 Oracle 
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15. Vendors and Market Segments to watch 

Aside from the vendors covered in detail in this Leadership Compass document, we also observe other 
vendors in the market that we find interesting for that market. Some had decided not to participate in 
this KuppingerCole Leadership compass for various reasons, while others are interesting vendors but do 
not fully fit into the market segment of Identity Provisioning or are not yet mature enough to be 
considered in this evaluation. We provide short abstracts on these vendors. 

15.1  Cisco Systems 

In the highly competitive software defined networks development sector Cisco has announced their 
application centric infrastructure that leverages identity to control network traffic. As control migrates 
from the network layer to the application layer interesting dynamic control mechanisms will result. It is 
hoped Cisco will participate in future versions of this Leadership Compass document. 

15.2 Juniper Networks 

In a similar vein, Juniper Networks have the capability to dynamically control access to subnets to enable 
controlled document access and data loss prevention. Policy management and ease-of-use improvements 
will make network implementations of dynamic authorization management an area of interest in future 
version of this document. 

15.3 Microsoft 

It is impossible to ignore the initiatives of Microsoft in this space. As Microsoft’s claims management 
expands to operate seamlessly across the on-prem and Azure environments dynamic authorization 
management will evolve and should be addressed in future Leadership Compass documents in this space. 

15.4  Dell Software 

Having acquired the BitKoo software Dell have the ideal tool to provide policy-based dynamic 
authorization management across their product range. Dell should contribute to future versions of this 
document. 

15.5  Technica Corporation 

Authorisation management is important to Technica’s market and its leadership position lends itself to 
playing a significant role in the deployment of this technology. Technica are encouraged to contribute to 
future versions or this Leadership Compass. 
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