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Key Capabilities Safe Harbor: Protecting Personal Data 
in an Ever-changing Landscape 

The Safe Harbor policy agreement was established in 
November 2000 to regulate the way that organizations in the 
U.S. store and share the personal data of European citizens. 
US companies could self-certify that that they adhere to seven 
key principles, and thereby comply with the EU data protection 
directive. 

In October 2015, however, the European Court of Justice 
declared that the Safe Harbor agreement was no longer 
valid. This means global organizations can no longer transfer 
European citizen’s personal data in accordance with the seven 
principles. Additionally, a landmark case ongoing in Europe 
(the Hungarian data protection authority against Slovakian 
property site Weltimmo ) further accelerates the end of the 
one-stop-approach to data protection across the Union. 

The invalidation of Safe Harbor and the findings of the 
Wetimmo case are wide-reaching and affect any organization 
that collects or shares personal data gathered in Europe. 
Companies now have to comply with the regulations of each 
country that they operate in, and not only the country where 
personal data and Personal Identifiable Information (PII) is 
hosted or managed.

Country-by-Country Compliance

With these new rulings the European regulatory environment 
has become more complicated. And the precautions taken by 
many enterprises to cater to the Safe Harbor ruling – namely 
establishing European based servers to host PII – are no 
longer sufficient. Data protection authorities can now begin to 
enforce their own national mandates regarding citizens’ data, 
and thus the onus lies with individual global organizations to 
show they are compliant in each jurisdiction.

It could be argued that the simplest way to tackle this 
problem is to adopt the regulations pertaining to the strictest 
jurisdiction and enforce them across all countries. However, 
this could seriously limit the value of data and reduce potential 
business opportunities. Unfortunately there is no single 
static solution that can tackle the complex access control 
requirements posed by European data privacy regulations. 
Only a dynamic authorization system can cater for multiple 
regulations across multiple jurisdictions. 

 ■ Dynamic – enables organizations to 
enforce jurisdiction-specific access 
controls

 ■ Policy-based – provides access controls 
that reflect current corporate policies and 
regulations

 ■ Contextual – enforces real-time access 
controls based on multiple attributes

 ■ Secure – adds an extra layer of security 
to API, data and application layers

 ■ Flexible – supports immediate changes 
to access controls in line with new 
regulations 

 ■ Compliant – allows organizations to 
show compliance in each jurisdiction

 ■ Proven – in use by Fortune 1000 
companies and federal organizations 

Dynamic Authorization
Dynamic authorization from 
Axiomatics provides an extra 
“policy layer” of security. It delivers 
fine-grained access control at the 
application, data and API layers. 
Access is granted in accordance with 
corporate policies and can be tailored 
to match each country’s regulations. 
Policies are managed from a single 
centralized policy engine and 
enforced in real-time. 

 ■ Notice
 ■ Choice
 ■ Onward Transfer
 ■ Security

 ■ Data Integrity
 ■ Access
 ■ Enforcement

The Seven Principles of the Safe  
Harbor Agreement:
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In Summary... The Dynamic path to Success

Managing Changing Regulations  
Personal data regulations are constantly changing. 
One case can completely shift the legal landscape, and 
organizations need to have the flexibility to move with 
changes to remain compliant. This makes controlling 
access rights across multiple jurisdictions a time-
consuming and resource-draining process.  
If you employ traditional methods of authorization, 
such as Role Based Access Control, you are limited to 
the scope of individual roles to control access – and 
the number of roles can quickly spiral out of control. 
In addition, a role-based approach often requires hard 
coding of each database, application, or API that is 
impacted by a policy or regulation change. 

Contextual authorization
Policy-based authorization is achieved through the use 
of Attribute Based Access Control (ABAC). Attributes 
such as who can access what data, from where, at what 
time, from which device, and for what purpose, can be 
enforced at; country, corporate, or regional level. ABAC 
also takes the context of access into consideration in 
order to meet PII compliance. For example, an ABAC 
policy could state “A US citizen cannot access the 
monthly transactions of a customer in Europe, however, 

they can verify annual salary details if an agreement is 
in place with the European country in question.”  
With dynamic authorization, the policies that enforce 
regulations across all applications, databases and 
APIs are managed from an external centralized policy 
engine. This means changes only have to be coded at 
one point, before being implemented throughout each of 
these layers.

Compliance Auditing
As well as enforcing access control policies, Axiomatics 
authorization tools also provide advanced auditor 
capabilities. For instance, it’s possible to audit “What 
data can a specific US citizen/employee access in 
Europe” and “Under what conditions can the customer’s 
annual salary details be viewed.”

Proven solution
One such enterprise that uses Axiomatics dynamic 
authorization solutions is PayPal. It handles millions 
of global PII records and has to comply with multiple 
jurisdictions on a daily basis. Having the ability to 
dynamically control access rights and user permissions 
is key for complying with multiple data protection 
authorities. 

With the invalidation of Safe Harbor and the introduction of new EU regulations enforcing country-specific 
compliance, managing access control rights to personal data has become much more complicated. To meet these 
regulations, and indeed prepare for any further regulation changes, a dynamic authorization solution is required. 
Axiomatics’ solutions provide an extra layer of information security to applications, data and APIs and enforce 
context-aware access control in line with corporate policies and individual jurisdictions’ regulations.

Meet European Data Privacy Regulations Head-on

There are 32 jurisdictions 
in the EU and Schengen. 
If companies have to 
comply with each coun-
try’s data privacy regula-
tions, access controls 
need to be dynamically 
managed per user and 
per juristiction.


