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Executive Summary
This whitepaper introduces the Axiomatics Data Access Filter product family. The data access
filtering approach represents a new generation of database security techniques, based on
a combination of two robust and proven technologies: data-centric security and standardsbased Attribute Based Access Control (ABAC). In this context, Axiomatics defines Data Access Filtering as the ability to apply access policies to database requests to ensure that only
authorized individuals are allowed to read and write data, and to further protect this data by
dynamically masking or redacting it so that sensitive data is never exposed.
The first part of this document discusses market trends and the business case for a new paradigm
in database security and the applicability of ABAC on the database, and describes the Axiomatics
Data Access Filter solution in the context of other data-centric security solutions. The latter part is
more solution centric, and provides an introduction to ABAC and the standard on which the Axiomatics implementation is based including information on how this standard can be applied to database
access.
There are several key advantages with the data access filtering approach:
■■ Access to data stores becomes centrally controlled using precise organizational policies.
■■ Policies are standards-based (XACML) and centrally maintained rather than proprietary and
hard-coded into multiple applications and databases.
■■ Simpler and faster adaptation as business requirements change and policies must be altered.
■■ Database-vendor neutral, enabling multiple database types to be protected by the same security mechanism.
■■ No or minimal configuration changes in impacted applications or databases.
■■ Minimal performance impact on database access.
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Business Drivers for Data-centric Security
The ability to efficiently share information in collaborative workflows is becoming increasingly important.
Mobile devices and cloud services enable users to collaborate at any time and from everywhere. Workflows
extend beyond traditional line-of-business boundaries and increasingly demand extensive access to data,
whether it is kept in plain old databases or in new Big Data systems.
Considerable gains in productivity and financial results can also be expected as data availability improves
within an organization. The Forbes article “Quantifying the Value of Effective Data” reports on a Texas
University study focused on the relation between marginal improvements in data usability and the financial
outcome among Fortune 1000 companies:
If the median Fortune 1000 business…increased the usability of its data by just
10%, it would translate to an increase in $2.01 billion in total revenue every

If the median
Fortune 1000
business…increased the
usability of its data by just
10%, it would translate to
an increase in $2.01 billion
in total revenue
every year.”

year.1
In this paper we will refer to a simple use case to illustrate the impact of
such usability improvements: An organization’s contract coordinators
and assistants were granted direct access to client payment data
instead of, as previously, having to escalate queries to the finance
department. As a result, substantial efficiency improvements were
achieved. Once partners and customers could be granted access to
core business records, in similar ways via a web portal, even greater
gains were made.

Changing Patterns in Data Consumption
The referred use case is typical of the shift we currently see in how data is being consumed. Traditionally,
most existing applications are deployed as illustrated in Figure 1, with the database set up to service one
specific application. There is a 1:1 relation between the user interface and the application as well as between
the application and the database. This model is typically replicated dozens or even hundreds of times across
large enterprises, further compounding the cost, security, audit, and compliance challenges

1 Forbes, February 2015, http://onforb.es/1yZuchw

axiomatics.com

|

webinfo@axiomatics.com

|

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

5

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

User

Interface

Application

Database

Figure 1: Traditional database application

Today, however, the increased usability of the same database means it is being accessed via many new
channels, as illustrated below:

New APIs

User

Interface

Application

Database

New BI tools
and apps

Figure 2: New channels accessing data via new APIs or through direct database access

To enable these new channels for secure data access, one needs the ability to precisely control who gains
access to what details of a record, and under what conditions. In our example use case, compliance with
the Payment Card Industry Data Security Standard (PCI DSS) and applicable privacy regulations must be
guaranteed. Personally Identifiable Information (PII), credit card data and financial details of records may for
instance have to be omitted or masked out depending on the user’s identity and the purpose of the query.
Organizations therefore have to adapt their security models to align with the needs of new agile business
processes based on connectivity and collaboration. We see a shift from “need-to-know” access control
mindset towards “need-to-share”-based principles.
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Gartner analyst Gregg Kreizman has predicted that organizations increasingly will allow unrestricted access
to non-critical information assets to boost the efficiency of collaborative workflows for which data sharing is a
prerequisite. He calls this trend the The death of least privilege:
By 2020, over 80% of enterprises will allow unrestricted access
to non-critical assets, up from <5% today, reducing spending
on IAM [Identity and Access Management] by 25%.2
However,

for

critical

assets

with

strict

confidentiality

requirements this is obviously not an option. And databases
typically

hold

the

organization’s

critical

assets,

so

unrestricted access rarely applies to database content.
Yet, the “death of least privilege” illustrates a dilemma which

By 2020,
over 80%
of enterprises will
allow unrestricted
access to noncritical
assets, up from <5% today,
reducing spending on IAM
[Identity and Access
Management]
by 25%.”

data owners increasingly face: either they keep critical assets
locked-down and thereby hindering business agility or they
accept intolerable risks by allowing sensitive data to be shared
in spite of potential threats to confidentiality. The good news is that
there is a viable solution - to control access via a fine-grained policybased approach, one that introduces dynamic authorization that is easy to

change with time, and scalable across any number of applications or users and any size database.

New Trends in Database Security
In response to the dilemma outlined above, data-centric security solutions have emerged in the field of
database security. They focus on the sensitive contents of the database as opposed to legacy data security
approaches that focused more on coarse-grained access control and the integrity of the database system and
its infrastructure.
Technology solutions enabling such data protection can be of great value in point solutions for specific use
cases. However, they all come with one major limitation. They enhance existing database security techniques
but rely on static and one-dimensional rules. The obfuscation of sensitive data can be turned on or off but not
easily made conditional the way most business rules would require. And, typical solutions are vendor specific
and often rely on obscure or proprietary languages to express these policy requirements.

2 Future-proofing IAM, a presentation held at the Gartner Identity and Access Management (IAM) conference in Las Vegas, 2014.
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Examples of data-centric approaches include:
■■ Data masking: Sensitive data items, such as social security numbers or credit card numbers, are
obfuscated or entirely redacted from data sets that are being retrieved from the database.
■■ Data tokenization: Similar to masking, the actual value of a sensitive field is replaced by a token.
The token, in turn, can – depending on configuration – be used to query a service about the actual
value which it represents.
■■ Encryption: Entire data sets or individual fields within a data set are encrypted to ensure sensitive
data is not disclosed.

Returning to our contract management example: client payment details need to be revealed differently
depending on who is asking and the purpose of the query. A user authorized to approve services demanded
by the client needs to gain access to some PII identifying the client as well as to financial details about
the client account and payment, yet the credit card number must not be revealed. The approval in no way
depends on the credit card details. However, if the card issuer has unexpectedly refused the payment, the
user needs to see the complete credit card number to help resolve the issue on behalf of the client. This
should then be allowed according to applicable business rules, provided the user also happens to be the
appointed account manager of the client and the client’s contract permits permanent storage of credit card
details. In that use case, however, the account’s financial details or PII should not be disclosed.
In real-world use cases access permissions must be defined based on conditional constraints such as the
relation between the user and the data subject, contractual mandates, the task being performed, the current
phase of the workflow in the business process, etc. These factors are external to the data set itself. Datacentric approaches cannot easily be configured to take such external factors into account. They therefore
have difficulties meeting some of the more complex real-world requirements.
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Introducing Attribute Based Access
Control for Database Security
To meet dynamic database security requirements as outlined in our use case, we need to integrate two
essential domains within information security:
■■ Database security – means to guarantee the availability, integrity and confidentiality of data stored in
databases.
■■ Identity and Access Management (IAM) – the processes, procedures and technologies used to
enforce organizational access control policies and to precisely define who should be granted or refused
access to what information under what circumstances.

Data-centric approaches enhance database security
As we have seen, the most recent enhancements in the field of database security include data-centric
approaches. With data-centric security, individual data objects or fields, such as a social security or credit card
number, can be protected on a fine-grained level. Yet, the data-centric approach offers limited means to define
policies to control in which situations should this fine-grained protection be applied.

Attribute Based Access Control enhances Identity and Access Management
In the field of IAM, Attribute Based Access Control (ABAC) introduces fine-grained, policy-driven access
control. It allows administrators to use a broad variety of attributes to create policies which very precisely
define who should be granted (or denied) access to what, where, why, when and how.
The previously quoted Gartner analyst Gregg Kreizman predicts
that Roles Make Way for Other Attributes:
By 2020, 70% of all businesses will use attribute-based
access control (ABAC) as the dominant mechanism to
protect critical assets, up from <5% today.
As the use of attributes in access controls increases
exponentially, the combination of data-centric techniques and
ABAC, which takes multiple external factors into account to

By 2020,
70% of all businesses
will use attribute-based
access control (ABAC) as
the dominant mechanism to
protect critical assets, up
from <5% today.”

make access decisions dynamically, would enable “improved
usability of data” in a new manner.
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The Axiomatics Data Access Filter
Architecture and Technology
The Axiomatics Data Access Filter principally works within a policy-based framework fueled by the eXtensible
Access Control Markup Language, known as XACML. This is an industry-standard language for building
access control policies, meaning the policies are portable, future-proofing the investment. The Axiomatics
Data Access Filter resides on the database layer rather than on the application layer, and uses a proxy to
intercept SQL statements that are sent to a protected database:

Filtered data
SQL request

Application

Data storage

Can Bob access
columns A and B
from table T?

SELECT
<filter for column A>,
B FROM T WHERE...
Authorization
Service

Policy Rules

Attribute Sources

Figure 4: Axiomatics Data Access Filter intercepting incoming SQL requests

In this example, the user of the current session within the application is Bob. Via the application, a SQL
request is sent to the database on behalf of user Bob, requesting columns A and B from a table called T. A
SQL proxy (the Policy Enforcement Point) intercepts the request. It forwards it to the authorization service
(the Policy Decision Point), which finds applicable policies that state the data column A cannot be sent in the
clear to user Bob; and that the contents of column A need to be masked or encrypted.
As a result, the authorization solution applies a filter function on column A. This function adds the encryption
or masking functionality required. Furthermore, user Bob is only allowed to see records which belong to
his own department. Behind the scenes via an LDAP attribute connector (the Policy Information Point), the
authorization service establishes that user Bob belongs to the Sales department and a corresponding filter
command is therefore appended to the SQL statement in real-time.
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Axiomatics Services Manager and Policy Editor
The Axiomatics Services Manager is used to author the authorization policies and configurations for the SQL
Filter Service. The policy editor is part of the flagship Axiomatics Policy Server product family. It provides
a simple User Interface to create XACML language policies which the SQL Filter Service can then use for
evaluation of incoming SQL statements.

Figure 5: A graphical representation of an XACML policy in the Axiomatics Policy Editor

Performance and Load Balancing
A frequently asked question relates to the potential performance penalties one can expect from the
authorization overhead on each SQL statement. Organizations using the Axiomatics Data Access Filter in
production report that the performance impact is relatively moderate. It increases with the complexity of
the XACML policies and the number of external attributes retrieved during policy evaluation. The speed
and benefits of using an automated system far outweigh hard-coding authorization constraints into the
application or into the database itself, whereby parameterized views, stored procedures or other non-standard
mechanisms have to be used and performance is negatively impacted. This is not the case with an automated
scalable solution such as the Axiomatics Data Access Filter.
If the database load is intense, performance may also depend on how the Axiomatics Data Access Filter is
deployed. The architecture is modular to allow for different deployment scenarios as to not affect performance.
The product can be deployed for load balancing in different ways. Multiple instances of SQL Proxy Servers
(each with different SQL Proxy Services running) can be deployed behind a load balancer.
Multiple SQL Filter Services can also be deployed with a load balancer running between the SQL Proxy
and the SQL Filter Services. Details about the various deployment scenarios can be found in the system
documentation.
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Conclusions
The Axiomatics Data Access Filter brings database security to a new level through its combination of datacentric security enforcement and policy-driven ABAC.
To achieve similar results without the dedicated Axiomatics authorization service, programmers have to hardcode corresponding access control logic inside their own application code. They can then change the way
the application sends SQL requests depending on the current user’s authorization. Alternatively, they can
hard-code stored procedures, user-defined functions or parameterized views inside their databases to retrieve
different data depending on user authorization.
With multiple applications and channels, the number of authorization rules become overwhelming, databasevendor specific and almost impossible to audit. This is especially true when business rules change, which
means hard-coded authorizations in many different places have to be changed anew.
The Axiomatics Data Access Filter, by contrast, externalizes authorization from applications and databases
alike. Policies are maintained in a standardized way at a central point. A change in a policy has immediate
effects in all impacted applications and databases.
The Axiomatics Data Access Filter integrates with or can replace existing data-centric security solutions. It can
provide masking and encryption services by invoking corresponding functions on the database engine, the
difference being that the Axiomatics Data Access Filter does this dynamically and in a policy-driven manner,
rather than statically with simple on-off rules.
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Disclaimer
This document is issued for information purposes only. No warranty with regard
to its contents can be made, including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose. Axiomatics shall not be liable for
any incidental or consequential damages related to the use of this material.
Note: The information in this document is subject to change without notice.
Trademarks
All brand names and product names used in this book are trademarks, registered
trademarks, or trade names of their respective holders.
Copyright © 2015 by Axiomatics AB. All rights reserved.

AXIOMATICS, Inc.
525 W Monroe St, Suite 2310
Chicago, IL 60661, USA
Tel: +1 (312) 374-3443

axiomatics.com

|

Västmannagatan 4
S-111 24 Stockholm, Sweden
Tel: +46 (0)8 51 510 240

info@axiomatics.com

www.axiomatics.com

webinfo@axiomatics.com

|

twitter.com/axiomatics

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

White Paper

Axiomatics Data Access Filter
Next generation data-centric security

2

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

Contents
Executive summary 

3

Business Drivers for Data-centric Security 

4

Changing Patterns in Data Consumption  

5

New trends in database security 

7

Introducing Attribute Based Access Control for Database Security 

8

The XACML Standard 

9

The Axiomatics Data Access Filter Architecture and Technology 

10

Axiomatics Services Manager and Policy Editor 

11

Performance and Load Balancing 

11

Conclusions 

12

Disclaimer 

13

axiomatics.com

|

webinfo@axiomatics.com

|

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

3

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

Executive Summary
This whitepaper introduces the Axiomatics Data Access Filter product family. The data access
filtering approach represents a new generation of database security techniques, based on
a combination of two robust and proven technologies: data-centric security and standardsbased Attribute Based Access Control (ABAC). In this context, Axiomatics defines Data Access Filtering as the ability to apply access policies to database requests to ensure that only
authorized individuals are allowed to read and write data, and to further protect this data by
dynamically masking or redacting it so that sensitive data is never exposed.
The first part of this document discusses market trends and the business case for a new paradigm
in database security and the applicability of ABAC on the database, and describes the Axiomatics
Data Access Filter solution in the context of other data-centric security solutions. The latter part is
more solution centric, and provides an introduction to ABAC and the standard on which the Axiomatics implementation is based including information on how this standard can be applied to database
access.
There are several key advantages with the data access filtering approach:
■■ Access to data stores becomes centrally controlled using precise organizational policies.
■■ Policies are standards-based (XACML) and centrally maintained rather than proprietary and
hard-coded into multiple applications and databases.
■■ Simpler and faster adaptation as business requirements change and policies must be altered.
■■ Database-vendor neutral, enabling multiple database types to be protected by the same security mechanism.
■■ No or minimal configuration changes in impacted applications or databases.
■■ Minimal performance impact on database access.
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Business Drivers for Data-centric Security
The ability to efficiently share information in collaborative workflows is becoming increasingly important.
Mobile devices and cloud services enable users to collaborate at any time and from everywhere. Workflows
extend beyond traditional line-of-business boundaries and increasingly demand extensive access to data,
whether it is kept in plain old databases or in new Big Data systems.
Considerable gains in productivity and financial results can also be expected as data availability improves
within an organization. The Forbes article “Quantifying the Value of Effective Data” reports on a Texas
University study focused on the relation between marginal improvements in data usability and the financial
outcome among Fortune 1000 companies:
If the median Fortune 1000 business…increased the usability of its data by just
10%, it would translate to an increase in $2.01 billion in total revenue every

If the median
Fortune 1000
business…increased the
usability of its data by just
10%, it would translate to
an increase in $2.01 billion
in total revenue
every year.”

year.1
In this paper we will refer to a simple use case to illustrate the impact of
such usability improvements: An organization’s contract coordinators
and assistants were granted direct access to client payment data
instead of, as previously, having to escalate queries to the finance
department. As a result, substantial efficiency improvements were
achieved. Once partners and customers could be granted access to
core business records, in similar ways via a web portal, even greater
gains were made.

Changing Patterns in Data Consumption
The referred use case is typical of the shift we currently see in how data is being consumed. Traditionally,
most existing applications are deployed as illustrated in Figure 1, with the database set up to service one
specific application. There is a 1:1 relation between the user interface and the application as well as between
the application and the database. This model is typically replicated dozens or even hundreds of times across
large enterprises, further compounding the cost, security, audit, and compliance challenges

1 Forbes, February 2015, http://onforb.es/1yZuchw

axiomatics.com

|

webinfo@axiomatics.com

|

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

5

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

User

Interface

Application

Database

Figure 1: Traditional database application

Today, however, the increased usability of the same database means it is being accessed via many new
channels, as illustrated below:

New APIs

User

Interface

Application

Database

New BI tools
and apps

Figure 2: New channels accessing data via new APIs or through direct database access

To enable these new channels for secure data access, one needs the ability to precisely control who gains
access to what details of a record, and under what conditions. In our example use case, compliance with
the Payment Card Industry Data Security Standard (PCI DSS) and applicable privacy regulations must be
guaranteed. Personally Identifiable Information (PII), credit card data and financial details of records may for
instance have to be omitted or masked out depending on the user’s identity and the purpose of the query.
Organizations therefore have to adapt their security models to align with the needs of new agile business
processes based on connectivity and collaboration. We see a shift from “need-to-know” access control
mindset towards “need-to-share”-based principles.

axiomatics.com

|

webinfo@axiomatics.com

|

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

6

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

Gartner analyst Gregg Kreizman has predicted that organizations increasingly will allow unrestricted access
to non-critical information assets to boost the efficiency of collaborative workflows for which data sharing is a
prerequisite. He calls this trend the The death of least privilege:
By 2020, over 80% of enterprises will allow unrestricted access
to non-critical assets, up from <5% today, reducing spending
on IAM [Identity and Access Management] by 25%.2
However,

for

critical

assets

with

strict

confidentiality

requirements this is obviously not an option. And databases
typically

hold

the

organization’s

critical

assets,

so

unrestricted access rarely applies to database content.
Yet, the “death of least privilege” illustrates a dilemma which

By 2020,
over 80%
of enterprises will
allow unrestricted
access to noncritical
assets, up from <5% today,
reducing spending on IAM
[Identity and Access
Management]
by 25%.”

data owners increasingly face: either they keep critical assets
locked-down and thereby hindering business agility or they
accept intolerable risks by allowing sensitive data to be shared
in spite of potential threats to confidentiality. The good news is that
there is a viable solution - to control access via a fine-grained policybased approach, one that introduces dynamic authorization that is easy to

change with time, and scalable across any number of applications or users and any size database.

New Trends in Database Security
In response to the dilemma outlined above, data-centric security solutions have emerged in the field of
database security. They focus on the sensitive contents of the database as opposed to legacy data security
approaches that focused more on coarse-grained access control and the integrity of the database system and
its infrastructure.
Technology solutions enabling such data protection can be of great value in point solutions for specific use
cases. However, they all come with one major limitation. They enhance existing database security techniques
but rely on static and one-dimensional rules. The obfuscation of sensitive data can be turned on or off but not
easily made conditional the way most business rules would require. And, typical solutions are vendor specific
and often rely on obscure or proprietary languages to express these policy requirements.

2 Future-proofing IAM, a presentation held at the Gartner Identity and Access Management (IAM) conference in Las Vegas, 2014.
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Examples of data-centric approaches include:
■■ Data masking: Sensitive data items, such as social security numbers or credit card numbers, are
obfuscated or entirely redacted from data sets that are being retrieved from the database.
■■ Data tokenization: Similar to masking, the actual value of a sensitive field is replaced by a token.
The token, in turn, can – depending on configuration – be used to query a service about the actual
value which it represents.
■■ Encryption: Entire data sets or individual fields within a data set are encrypted to ensure sensitive
data is not disclosed.

Returning to our contract management example: client payment details need to be revealed differently
depending on who is asking and the purpose of the query. A user authorized to approve services demanded
by the client needs to gain access to some PII identifying the client as well as to financial details about
the client account and payment, yet the credit card number must not be revealed. The approval in no way
depends on the credit card details. However, if the card issuer has unexpectedly refused the payment, the
user needs to see the complete credit card number to help resolve the issue on behalf of the client. This
should then be allowed according to applicable business rules, provided the user also happens to be the
appointed account manager of the client and the client’s contract permits permanent storage of credit card
details. In that use case, however, the account’s financial details or PII should not be disclosed.
In real-world use cases access permissions must be defined based on conditional constraints such as the
relation between the user and the data subject, contractual mandates, the task being performed, the current
phase of the workflow in the business process, etc. These factors are external to the data set itself. Datacentric approaches cannot easily be configured to take such external factors into account. They therefore
have difficulties meeting some of the more complex real-world requirements.
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Introducing Attribute Based Access
Control for Database Security
To meet dynamic database security requirements as outlined in our use case, we need to integrate two
essential domains within information security:
■■ Database security – means to guarantee the availability, integrity and confidentiality of data stored in
databases.
■■ Identity and Access Management (IAM) – the processes, procedures and technologies used to
enforce organizational access control policies and to precisely define who should be granted or refused
access to what information under what circumstances.

Data-centric approaches enhance database security
As we have seen, the most recent enhancements in the field of database security include data-centric
approaches. With data-centric security, individual data objects or fields, such as a social security or credit card
number, can be protected on a fine-grained level. Yet, the data-centric approach offers limited means to define
policies to control in which situations should this fine-grained protection be applied.

Attribute Based Access Control enhances Identity and Access Management
In the field of IAM, Attribute Based Access Control (ABAC) introduces fine-grained, policy-driven access
control. It allows administrators to use a broad variety of attributes to create policies which very precisely
define who should be granted (or denied) access to what, where, why, when and how.
The previously quoted Gartner analyst Gregg Kreizman predicts
that Roles Make Way for Other Attributes:
By 2020, 70% of all businesses will use attribute-based
access control (ABAC) as the dominant mechanism to
protect critical assets, up from <5% today.
As the use of attributes in access controls increases
exponentially, the combination of data-centric techniques and
ABAC, which takes multiple external factors into account to

By 2020,
70% of all businesses
will use attribute-based
access control (ABAC) as
the dominant mechanism to
protect critical assets, up
from <5% today.”

make access decisions dynamically, would enable “improved
usability of data” in a new manner.
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The Axiomatics Data Access Filter
Architecture and Technology
The Axiomatics Data Access Filter principally works within a policy-based framework fueled by the eXtensible
Access Control Markup Language, known as XACML. This is an industry-standard language for building
access control policies, meaning the policies are portable, future-proofing the investment. The Axiomatics
Data Access Filter resides on the database layer rather than on the application layer, and uses a proxy to
intercept SQL statements that are sent to a protected database:

Filtered data
SQL request

Application

Data storage

Can Bob access
columns A and B
from table T?

SELECT
<filter for column A>,
B FROM T WHERE...
Authorization
Service

Policy Rules

Attribute Sources

Figure 4: Axiomatics Data Access Filter intercepting incoming SQL requests

In this example, the user of the current session within the application is Bob. Via the application, a SQL
request is sent to the database on behalf of user Bob, requesting columns A and B from a table called T. A
SQL proxy (the Policy Enforcement Point) intercepts the request. It forwards it to the authorization service
(the Policy Decision Point), which finds applicable policies that state the data column A cannot be sent in the
clear to user Bob; and that the contents of column A need to be masked or encrypted.
As a result, the authorization solution applies a filter function on column A. This function adds the encryption
or masking functionality required. Furthermore, user Bob is only allowed to see records which belong to
his own department. Behind the scenes via an LDAP attribute connector (the Policy Information Point), the
authorization service establishes that user Bob belongs to the Sales department and a corresponding filter
command is therefore appended to the SQL statement in real-time.

axiomatics.com

|

webinfo@axiomatics.com

|

US Office +1 (312) 374-3443

|

Europe Office +46 8 51 510 240

10

White Paper: Axiomatics Data Access Filter - Next generation data-centric security

Axiomatics Services Manager and Policy Editor
The Axiomatics Services Manager is used to author the authorization policies and configurations for the SQL
Filter Service. The policy editor is part of the flagship Axiomatics Policy Server product family. It provides
a simple User Interface to create XACML language policies which the SQL Filter Service can then use for
evaluation of incoming SQL statements.

Figure 5: A graphical representation of an XACML policy in the Axiomatics Policy Editor

Performance and Load Balancing
A frequently asked question relates to the potential performance penalties one can expect from the
authorization overhead on each SQL statement. Organizations using the Axiomatics Data Access Filter in
production report that the performance impact is relatively moderate. It increases with the complexity of
the XACML policies and the number of external attributes retrieved during policy evaluation. The speed
and benefits of using an automated system far outweigh hard-coding authorization constraints into the
application or into the database itself, whereby parameterized views, stored procedures or other non-standard
mechanisms have to be used and performance is negatively impacted. This is not the case with an automated
scalable solution such as the Axiomatics Data Access Filter.
If the database load is intense, performance may also depend on how the Axiomatics Data Access Filter is
deployed. The architecture is modular to allow for different deployment scenarios as to not affect performance.
The product can be deployed for load balancing in different ways. Multiple instances of SQL Proxy Servers
(each with different SQL Proxy Services running) can be deployed behind a load balancer.
Multiple SQL Filter Services can also be deployed with a load balancer running between the SQL Proxy
and the SQL Filter Services. Details about the various deployment scenarios can be found in the system
documentation.
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Conclusions
The Axiomatics Data Access Filter brings database security to a new level through its combination of datacentric security enforcement and policy-driven ABAC.
To achieve similar results without the dedicated Axiomatics authorization service, programmers have to hardcode corresponding access control logic inside their own application code. They can then change the way
the application sends SQL requests depending on the current user’s authorization. Alternatively, they can
hard-code stored procedures, user-defined functions or parameterized views inside their databases to retrieve
different data depending on user authorization.
With multiple applications and channels, the number of authorization rules become overwhelming, databasevendor specific and almost impossible to audit. This is especially true when business rules change, which
means hard-coded authorizations in many different places have to be changed anew.
The Axiomatics Data Access Filter, by contrast, externalizes authorization from applications and databases
alike. Policies are maintained in a standardized way at a central point. A change in a policy has immediate
effects in all impacted applications and databases.
The Axiomatics Data Access Filter integrates with or can replace existing data-centric security solutions. It can
provide masking and encryption services by invoking corresponding functions on the database engine, the
difference being that the Axiomatics Data Access Filter does this dynamically and in a policy-driven manner,
rather than statically with simple on-off rules.
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Disclaimer
This document is issued for information purposes only. No warranty with regard
to its contents can be made, including, but not limited to, the implied warranties of
merchantability and fitness for a particular purpose. Axiomatics shall not be liable for
any incidental or consequential damages related to the use of this material.
Note: The information in this document is subject to change without notice.
Trademarks
All brand names and product names used in this book are trademarks, registered
trademarks, or trade names of their respective holders.
Copyright © 2015 by Axiomatics AB. All rights reserved.
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