Case Study

Case Study1

Swiss Re Simplifies User Permission
Management with Dynamic Authorization
Executive Summary
Insurance companies are highly regulated and subject
to numerous legal restrictions and regulations. Sensitive
information must be protected in compliance with
regulation while impacting the business as little as
possible. At the same time, this compliance must be
proven to auditors.
However, in many organizations legacy IT systems and
old authorizations models have proved inadequate to
meet ever-stricter compliance. This means much of
the work is done manually. Granting and renouncing
user permissions in the joiner mover/leaver process,
for example, is often the responsibility of department
heads and other management - something that is both
time consuming and difficult to manage.

Our Client
The Swiss Re Group is a leading wholesale
provider of reinsurance, insurance and other
insurance-based forms of risk transfer. Dealing
directly and working through brokers, its global client base consists of insurance companies,
mid-to-large-sized corporations and public
sector clients.

Revenue
$33.23 billion USD

Number of Employees
14,053

Solution
Axiomatics Policy Server (APS)
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for assigning the access rights, while ensuring that
sensitive data is always protected, segregation of
duties upheld, and corporate policies met, without
hindering the employees day to day responsibilities.
The exact same process was applied to employees
moving between departments.

In the solution,
based on Axiomatics
Policy Server, most of the
manual steps in the joiner/mover

To eliminate this time consuming and ineffective
process, a number of key functionality requirements
were defined in the project. The requirements included
the following:

leaver process have been removed.
Onboarding new staff has become a
much smoother and faster process,
as there are no unnecessary
information access delays.

The effect is that it can take weeks before a new
employee has access to the right systems to perform
his or her job effectively. Additionally, access rights to
sensitive systems may not be removed instantly when
an employee changes role or leaves the company.
This slows downs business agility and exposes the
company to unnecessary risk.
Swiss Re, the second largest reinsurance company in
the world, with over 10,000 employees, decided to solve
this problem by automating its user permission process.
This was based on clearly defined and auditable rules.

Challenges
The focus of the project was to automate the joiner/
mover/leaver process. As it was, new staff members were
personally responsible for applying for authorization
to data they believed they would need in their day-today duties. It was then up to the departmental head
to approve, and add or remove access to data that
he/she believed the employee would require. This
was then sent to a line manger who was responsible

•

Assigning and removing user permissions should be
based on factors (attributes) about the employee,
such as their location, job function, organizational
unit and security clearance.

•

Employees should be able to order additional access
rights, but the combination of access rights would
need to be checked in order ensure compliance
with regulations and corporate policies such as
segregation of duties.

•

The solution must be future proof, i.e., easily
adaptable to changes in regulations and corporate
policies, and based on an industry standard to
avoid vendor “lock-in”.

•

The solution should be aligned with the long-term
IAM strategy including the introduction of Attribute
Based Access Control (ABAC) for applications.

•

Finally, the project needed to leverage existing
investments in IT architecture.

What is XACML?
The eXtensible Access Control Markup Language provides a rich policy language using attributes
to match your natural language access control rules. It also defines a reference architecture for an
externalized authorization service that can respond to access control requests in real-time.
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Solution
Based on these requirements the reinsurance company
chose to incorporate the Axiomatics Policy Server as the
central component to handle the two main functional
requirements of the authorization process, namely:
•

Automatically calculating the appropriate
permissions for each user based on the state of
the assigned attributes.

•

Validating that any new orders of access rights are
in compliance with external and internal regulations.

The Axiomatics Policy Server includes the unique
Reverse Query functionality, which is perfectly suited for
both of these requirements. It extends the functionality
of standard solutions to not only provide the answer
to “Can this user have this access product?”, but also
“What access product should this user have?”.
All the rules in the Axiomatics Policy Server are
written in the industry standard language XACML.
This is an extremely rich language, which means any
future changes to policies, regulations, or indeed
project requirements, can be handled without vendor
support. Using this industry standard language is
also in line with the strategic, long term requirement
for the introduction of ABAC for applications. In the
long-term the reinsurance company will not only be

able to use the Axiomatics Policy Server to calculate
what access rights each user should have, but also
use it as a central decision point for ABAC queries.

Results
In the solution, based on Axiomatics Policy Server,
most of the manual steps in the joiner/mover/leaver
process have been removed. Onboarding new staff has
become a much smoother and faster process, as there
are no unnecessary information access delays. Potential
security breaches, due to ex-employees having access
to data, has also been eliminated. Also, in addition
to searching for discrepancies in the individual user
permissions of employees, auditors can now clearly
see who has access to what information and to which
policies these rights are assigned.

Furthermore, by basing the solution on an industry
standard, the company’s IT organization is now
becoming familiar with ABAC and policy based
authorization. This is the first step towards wider use of
the Axiomatics Policy Server for dynamic authorization.
Finally, on judging the success of the project, the head
of IT security at Swiss Re stated, “It’s simple, there are
no more audit findings”.

Find out how you can secure your information assets without hindering your business. Contact
webinfo@axiomatics.com today to learn more about our dynamic authorization solutions.

Axiomatics is the premier vendor of dynamic authorization delivered through Attribute Based Access Control (ABAC) solutions. With
a global customer base within healthcare, finance, manufacturing, insurance, media and the public sector, the company offers proven
authorization solutions that can be tailored to meet the demands of virtually any organization.
The company is headquartered in Stockholm, Sweden and has offices across the US. Axiomatics is a driving force behind dynamic
access control through its suite of industry standard products. These products are utilized by Fortune 500 companies and federal
government agencies to balance the need for information sharing and the protection of critical assets and Intellectual Property.
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