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Entitlement Managment?

A What it is:
Attribute-Based Access Control (ABAC)

A What it provides:
Risk Intelligent Access Control
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Authentication vs. Authorization

WHO ARE

| want to see my HR-profile YOU?

Who are you? Prove your identity! ~— Authentication

Central

Name, credentials (password, X.509, biometr) Service

WHAT CAN

So could | please edit my HR-profile now? YOU DO?

Well, YSWYG i you can edit telephone number — Authorization

Interna

OK, hereds my new phone \RE

—_
D~
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Solutions Create Problems

A Infrastructure
Complexity

Headache

Portal for extenal

Q\ users
© WAM, ESSO

g\)\‘b‘ Web Services

JAVA/ .Net
JAAS/ LDAP Aut hé

Legacy systems

Mainframe / Unix _
RACF, ACF Services
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Multilayered Infrastructure

Who gets access to what?
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Entitlement Management

Centralized Access Control

Standards- . Fine- Context-
Externalized
based granular aware
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Policy Based Authorization

Define/
Malintain

/

Monitor/
Audit

Policy
Life Cycle
Managemen
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